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Abstract— Deep models can achieve high performance and
offer a promising approach for SDCs to handle dynamicity
efficiently. However, their ``black-box’’ nature where no
explanation behind the prediction outcome is provided, and
their high inference latencies can become major obstacles to
their adoption in operational SDCs. To address these
limitations, we developed a novel algorithm to extract the
knowledge from attention-based model through concise
symbolic forms. This demo will demonstrate the ability to
extract knowledge from different models, each trained in a
separate coalition, to merge the knowledge, and to effectively
deploy the newly derived interpretable rules in a new coalition.

I. DESCRIPTION
Deep learning solutions have demonstrated promising
performance results for SDCs to handle dynamicity
efficiently (e.g., network fragmentation), and to ultimately
provide a robust network infrastructure for distributed
analytics tasks (Task 7.1) (e.g., [13, 14]). However, deep
solutions present limitations that can limit their adoption in
actual operational settings: First, deep models are notoriously
difficult to interpret. Operating as “black-boxes”, they do not
provide any explanation behind their outcomes, leading to
questions on whether the learned strategies are valid, and
generalizable. For example, the Figure below extracted from
a recent study [1] shows that an image classifier achieving
high classification performance in fact relies on a tag on the
bottom right corner to identify “horses”.

In other words, the image classifier did not properly learn
the concept of horses. Removing that tag results in the image
not longer to be classified as horses. And, inserting that tag
in a picture of a car causes the modified image to be
incorrectly classified as “horses”. This example illustrates
the importance of, and the need for interpretability. Second,
the inference latency of deep models can be significantly
larger than those of pattern matching based rules traditionally
used in network traffic analysis. Our experiments show that
the inference latency of feedforward networks, Long ShortTerm Memory (LSTM), and Bayesian Neural Networks can
be 4 to 6 orders of magnitude larger than those of pattern
matching based rules, increasing the packet processing time

which is critical to achieve the required throughput. To
address these limitations, we developed a novel rule
extraction algorithm to extract the knowledge from attentionbased models through concise symbolic forms, and more
specifically, if-then clauses. We focus on attention-based
models because they currently are the state-of-the-art
architecture for sequence learning.
This demo will illustrate the ability to extract interpretable
rules from different deep attention-based models, each
trained in a separate coalition, and to merge them for
deployment in a new environment.
II. SCENARIO
For simplicity, we consider the task of IoT device
identification: Due to their poor security [1–3], IoT devices
have become a prime target for attacks, e.g., as an ingress
points to broader IT coalition infrastructure. As such,
network administrators need tools to detect potentially
vulnerable IoT devices [5-12].
We assume each coalition train an attention-based model
to identify IoT devices, and detect vulnerable ones. We apply
the developed algorithm to extract the knowledge from each
attention-based model under the form of if-then rules, merge
them, and demonstrate the effectiveness of the combined
knowledge for identifying IoT devices in a new coalition
environment.
More specifically, to emulate each coalition environment,
we will adopt an independent packet trace (e.g., [5]). Each
trace would consist of tens to hundreds of IoT devices, and
for this specific demo, we will focus on the DNS traffic, i.e.,
the DNS
queries that each device submits over a
configurable period of time (e.g., N hours). Previous studies
also focused on the DNS traffic as it is typically in cleartext
even when the subsequent connections are encrypted, and
DNS traffic from IoT devices have been found to exhibit
distinct patterns. More specifically, IoT devices tend to
query few domains [5], and periodically connect to their
home networks [8] (e.g., to check for software updates or
report metrics).
• First, we will train an attention-based model for each
dataset. A model can infer different properties of IoT
devices including manufacturer (e.g., Netgear), type
(camera), model (Arlo), etc.
• Second, we will extract the knowledge from each model
under the form of rules, and expose them to show their
interpretability. As an example, a rule could be of the
form “if a device queries the domain or connects to the

server
netgear.updates.com,
manufacturer is Netgear”.

then

the

device

• Third, we will merge the rules and evaluate their
effectiveness on an independent dataset. To quantify the
effectiveness, we will compute and report the precision,
recall, and f1-score of the resulting rules.
III. DEMO REQUIREMENTS
For this demo we will require a large monitor with high
resolution, suitable for displaying our outputs. Table space
for the monitor and a laptop will be needed as well as
suitable space for one poste. WiFi connectivity to access
internet resources and power sockets for the screen and up to
three laptops are also needed.
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