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access control rules [3]. Therefore proper administration of
security is critical. However, managing security for very large
numbers of heterogeneous devices may not be always humanly
possible.

Abstract—Securing the Internet of Things (IoT) is not straightforward because of device heterogeneity, highly dynamic and
unprotected environments, and large scale. In this paper, we ﬁrst
outline IoT security risks and a security lifecycle for IoT systems.
We then discuss various tools and methods that can be used for
the different phases of such a lifecycle. For each such phase,
we also discuss research directions. We conclude the paper by
outlining a few challenges.
Index Terms—IoT systems; anomaly detection; edge computing; autonomous devices; safety; privacy

Industrial IoT (IIoT) and IoT systems used in critical
infrastructures have their own additional risks arising from the
long lifecycle of systems, the need for continuous operations,
and outdated or nonexistent policy and access management [1].
It is also important to notice that IoT systems that also include
actuators may amplify the impact of cyber attacks [37] and
undermine human safety.

I. I NTRODUCTION
Internet of Things (IoT) can be deﬁned as the network
of physical objects, i.e., things, augmented with electronics,
software, sensors, and connectivity to enable objects to acquire
data, and exchange data with data with servers, centralized
systems, and/or other connected devices based on a variety
of communication infrastructures [6]. Notable examples of
things include heart monitoring implants, biochip transponders
on farm and wild animals, automobiles with built-in sensors,
and mobile devices for civil infrastructure monitoring. When
IoT is augmented with sensors and actuators, IoT is able
to support cyber-physical applications by which networked
objects can impact the physical environment by executing
“physical” actions, such as unlocking a door.
However, because of its ﬁne-grained, continuous and pervasive data acquisition, and control and actuation capabilities,
and the lack of adequate security, IoT expands the cyber attack
surface [4]. Increased risks arise because of many factors.
IoT systems may not have a well deﬁned perimeters and,
because of mobility, they continuously change. In some cases,
it is even difﬁcult to determine the types of devices one
has in an IoT system. IoT devices are highly heterogeneous
with respect to communication capabilities and protocols,
and software and hardware platforms. IoT systems may include physically unprotected portions. In many domains, IoT
systems are complex systems, consisting of different subsystems – possibly owned/managed by different parties. In
addition, IoT systems may include objects not designed to be
connected to the Internet. These objects may thus not have
any security capabilities - even basic ones like the ability
to digitally sign messages. Finally human interactions with
all the devices is not scalable. Security breaches often arise
because of mistakes in conﬁgurations, such as for example
wrongly conﬁgured ﬁrewalls, and inconsistent or incomplete
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Because of all those risks, defense techniques well established for the defense of conventional information systems
and mobile environments are more difﬁcult to deploy in IoT
systems and may not always be adequate. The OWASP Internet
of Things Project [25] had identiﬁed the most common IoT
vulnerabilities and has shown that many such vulnerabilities
arise because of the lack of adoption of well-known security
techniques, such as encryption, authentication, access control,
and role-based access control. A reason for the lack of
adoption may certainly be security costs.
However, another reason is that existing security techniques,
tools, and products may not be easily deployed to IoT devices
and systems, for reasons such as the variety of hardware
platforms and limited computing resources on many types of
IoT devices [6]. Even well known encryption protocols prove
to be very expensive when running on devices with limited
computing capabilities especially when multiple encryption
operations have to executed concurrently such as in the case
of networked vehicles [36] and small drones [40].
In addition, as discussed by Jajali et al. [12], IoT may be
deployed in settings ranging from small scales, such as wellbeing personal devices, to massive scales, such as connected
transportation infrastructures. Such a variety makes it very
difﬁcult to came up with widely applicable security techniques
and security management solutions.
In this paper we introduce a research roadmap toward
addressing IoT security, based on a comprehensive security
lifecycle. We report research results from a few projects
and outline novel research directions. We then conclude by
discussing additional challenges in the space of IoT security.
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B. Medical IoT

II. I OT M AIN A PPLICATION D OMAINS

It refers to the use of personal medical devices (such as
pacemakers) and wellness devices. In addition this category
includes devices which are not implanted but are used to inject
drugs (such as insulin pumps, and pumps used in hospital
for intravenous drug administration) and patient monitoring
devices. Privacy is critical for these devices as health information is very sensitive for most individuals. Safety, that is,
to make sure that the devices do not harm the patients, is
critical in addition to privacy. Resiliency to attack is also
critical in that one must assure that a device continues to
work even under attack [31]. Therefore, making sure that the
software deployed on these devices correctly works and is
resilient under attack is critical. A major challenge is that,
because of safety requirements, many such devices are closed
and it is not possible to install additional software on them,
such as software for data encryption. Therefore an important
requirement is for the design of these devices to take into
account privacy, security, and resiliency.

As IoT encompasses a large variety of application domains,
characterized by different devices, computing platforms, communication infrastructures, and functions, we can expect security solutions to have different requirements for different
domains. We outline a few signiﬁcant classes of domains and
identify related relevant security requirements. It is important
to emphasize that in all these areas it is critical to adopt good
security practices. However each area may have additional
speciﬁc requirements that need novel security techniques or
extensions of existing techniques. We notice, however, that
most IoT systems are based on cloud architectures and/or
more recently on edge computing architectures, where the
cloud and/or an edge server manages the most computationally
expensive part of the applications, such as machine learningbased systems. Thus security of the cloud and of edge computing systems is also relevant [11].
A. Consumer IoT
It refers to IoT devices for simple environment and ambient
management applications, such as smart houses, smart appliances, and smart toys – just to name a few. Architectures in
this type of applications are simpler and use low-end devices.
In terms of security, data conﬁdentiality is critical in order to
assure privacy. Authentication of devices and users to devices
is also critical to ensure physical security, for example, for
making sure that an attacker cannot unlock the door of a
house where a smart lock is used [15]. In addition, in many
consumer IoT applications several users may be involved in
requesting services from the same IoT device; for example,
several users may have the authorization to open a door by
activating a smart lock [15]. However, some of those users
may be revoked this authorization, for example house guests.
Therefore, protocols for selective authorization and revocation
are a critical requirement.
Safety is also critical. Safety can be undermined for two
main reasons. The ﬁrst is related to security weaknesses that
can be exploited by an attacker to carry out attacks with
direct and immediate physical consequences. One interesting
example related to smart toys is by Valente and Cardenas [34].
They analyzed several smart toys that communicate with
children by voice commands. They found that one such toy,
because of an insecure approach to manage encryption keys for
communication between the toy and the toy application on the
cloud, would allow an attacker to inject into the toy malicious
voice commands. As such toys are designed to cognitively
engage children and become a child’s friends, children may
likely trust the toys. Thus it would likely that, if such a
toy were to tell a child to open the door of the house and
walk out, the child would likely execute such action – with
obvious safety risks. The second reason is that safety can be
undermined by the unforeseen combined actions of different
devices. For example, a device may be instructed to sprinkle
water if it detects a ﬁre starting in a room in a house. On
the other hand, another device may be instructed to close the
water if it detects water ﬂooding on the house ﬂoor.

C. Industrial IoT (IIoT)
It refers to the convergence of different technologies,
namely intelligent machines, industrial analytic, and sensordriven computing. The main goal is not only to enhance
operational efﬁciency but also to introduce novel information
services [1]. Intelligent machines refer to machines, such as
industrial robots, that have not only mechanical functions
but are also able to communicate with other equipment and
learn how to lower their own operating costs. Such machines
have embedded systems and rich communication capabilities.
We include IoT for critical infrastructure as part of IIoT, as
they share many characteristics, such as the use of control
systems, robotic devices and actuators, and intensive use of
data analytics. However, whereas many IIoT systems are
owned/managed by a single organization (or few organizations), such as industrial enterprises, IoT systems for critical
infrastructures may easily involve subsystems and devices
owned by different parties and the number of such parties
may be very large and involve organizations of different types,
industrial and governmental ones, as well as consumers. As
a result, security management is much more complex for IoT
systems for critical infrastructure.
As discussed in [1], critical requirements for IIoT include:
(i) the need for continuous operations, which requires protection against attacks aiming at disrupting the operations;
(ii) and assuring human health and safety. In addition IIoT
systems pose speciﬁc challenges, such as the long lifecycle of
systems, legacy equipment, need for regulatory compliance,
that complicate the design of suitable security solutions. A
speciﬁc sub-area within IIoT is represented by control systems
that will be increasingly connected to sensors, devices, other
systems and Internet via digital communication capabilities
(we refer to them as IoT-enhanced control systems). Unlike
IIoT applications mainly focusing on improving operations
and on information services, control systems often have realtime requirements and must ensure the continuity of the

197

controlled processes, which again makes the design of security
solutions more complex (see [18] for a detailed discussion
about the security landscape for industrial control systems).
It is important to mention that the security of IoT-enhanced
control systems is (will be) critical for the protection of many
critical infrastructures (energy, transportation, waste management, etc.).

attack containment, moving critical applications to different systems, block accesses to critical resources. The
speciﬁc responses however depend on the security goals
of the system of interest and the application domain. For
example, if the security goal of the system is to minimize
data losses, one may activate additional IoT devices so
that there is redundancy in data acquisition. Of course
response actions are meant to stop or just contain the
attack. Then, recovery actions are needed so that the
system can return to a full functional state. Finally one
has to ﬁx the security vulnerabilities that led to the attack.
For example, applications may need to be patched, access
control systems and ﬁrewall reconﬁgured, and perhaps
new security tools and techniques be deployed.

III. S ECURITY L IFECYCLE
A comprehensive approach for cyber security for IoT systems as well as conventional systems must be organized
according to some notion of security lifecycle as this allows
one to better organize in-depth defense and determine the
security techniques and tools to be deployed at the various
defense layers.
The lifecycle that we adopt (see Fig. 1) is based on the
following rationale:
•

•

•

•

IV. P REPARE AND P REVENT
There are several security “building blocks” that are critical
for preparing a system against attacks. We discuss a few of
them in what follows. However an important issue that needs
to be addressed as part of preparation activities is where to
deploy security tools and systems. We thus also discuss initial
work addressing such issue for IoT systems.

Security preparation is critical in order to prevent and
stopping attacks. Preparation activities are the core of
cyber security. They include making sure that messages
and data at rest are encrypted, and access control systems
and ﬁrewalls installed. Also making sure that applications
are free of vulnerabilities is critical. Because of the
large number of security tools and techniques that have
been developed over the years, one has many different
options to choose from. It is however important to notice
that security costs and risks must be taken into account
in order to determine the most effective and efﬁcient
solutions to deploy.
However even the best prepared system can still be
breached. This is especially true for IoT systems which
may have several vulnerable components. Therefore it is
critical to continuously monitor the system of interest in
order to detect attacks or anomalies that may be indicative
of attacks. A real-time anomaly detection system is
crucial for enabling quick responses to attacks.
Once an anomaly or attack has been detected, it is critical
to identify the type of attack, the system components
affected by the attack – for example IoT devices or
network links, and depending on the type of attack
identifying the speciﬁc portion of the system affected
and possibly the entry point of the attack or the source
of attack. For example, if an attack aims at disrupting
communication by interference it is important to quickly
determine the location of the interference source. A realtime diagnosis of the attack or anomaly is critical for two
reasons. The ﬁrst is related to the fact that IoT systems
are often dynamically changing systems. Therefore, one
needs to gather as much information as possible before
the system changes in order to perform very precise
analysis of the attack or anomaly. The second is that realtime diagnoses allow one to promptly react to attacks by
executing different actions and activities.
A real-time response to attacks is a crucial step in any
defense strategy. Examples of such responses include

A. Access Control
Access control is critical when sensitive data needs to
be shared among different parties [7]. Different approaches
also exist for enforcing access control policies, including
cryptographic mechanisms and access control lists. In the
context of IoT, access control models and systems must be
designed to address different use cases [4]:
•

•

•
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Controlling which end-user (or application on behalf of
which end-user) can access which IoT devices for which
purpose (and possibly for how long and/or in which
context). One example would be to allow visitors at
university to operate a smart lock of lab only for the
duration of their visit.
Controlling which IoT device can invoke functions on
other IoT devices or get data from other IoT devices. One
example would be not to allow a device regulating plant
watering in a back yard to collect data from a smart lock
device if the former is an unprotected device and thus
more vulnerable to attacks.
Controlling which information an IoT device may collect
from a given physical environment and under which
circumstances. An example would be preventing an IoT
device with a sound recorder to record sounds when one
is at the premises of a customer. Access control mechanisms supporting this type of access control policies
have been proposed for mobile smart phones. Under such
approaches, the applications running on the mobile phone
are dynamically revoked the permission to use the sound
recorder based on the context. However its application
to IoT devices may be challenging as IoT devices may
always not be able to acquire contextual information
(such as location).

Fig. 1: IoT Security Lifecycle
Controlling which applications running on a gateway or
on the cloud or cloud users can access data from a given
IoT device. We mention this purpose for completeness
even though cloud security it outside the scope of the
discussion. We notice that enforcing access control policies for IoT originated data may require the IoT system
to provide relevant meta-data needed for determining
the applicable access control policies (such the location
where the data were collected by the IoT device).
The deﬁnition, implementation and deployment of access control systems for IoT entail addressing a lot of issues including
the access control model (e.g. whether it should be attributebased and context-based), the language used for specifying the
authorizations, the architecture for managing and enforcing
control. Given the various purposes for access control, it
is easy to see that different access control enforcers may
have to be used. For example, end-user permissions may be
checked at gateways, whereas controlling which information
an IoT device may acquire from the physical environment
(through the use of its own peripherals) must be executed in
the IoT device itself. The speciﬁcation and administration of
access control policies will however be the major challenge.
Users already have problems in managing permissions on
mobile phones; managing permissions in IoT systems will
be undoubtedly much more complex. Approaches for the
automatic administration of access control policies, perhaps
based on examples or high level guidelines by end-users, will
be critical.

storage, memory, presence of a memory management unit
(MMU), and hardware memory-protection. In addition the
performance overhead that existing solutions impose is not
acceptable for energy-constrained devices. An approach to
spatial memory safety in sensor devices has been proposed that
greatly reduces overhead [21]. However, research is needed to
extend other available techniques for use in IoT devices.
Securing software also requires detecting and patching logical ﬂaws in application code. Two categories of such logical
ﬂaws are insufﬁcient authentication, including authentication
bypass [35], and insufﬁcient authorization. Notice that these
are logical ﬂaws and not software implementation errors;
therefore they cannot be detected by techniques used to detect
common errors, such as buffer overﬂow, or by techniques used
to ensure the integrity of the execution control ﬂow. Addressing the problem of logical ﬂaws in applications requires tools
to automatically detect the presence of these ﬂaws in code and
then patch the code. Notable examples include VuRLE [17]
to repair ﬂaws in code implementing cryptographic operations
in Android applications and Glaciate [16] to detect authentication vulnerabilities in Android applications. However these
techniques are very much language dependent and they would
need to be extended to deal with code running on IoT devices.
Understanding which speciﬁc techniques or combination
techniques should be used in IoT systems for securing software is quite challenging due to the wide diversity of IoT
applications and scenarios. Also the selection of one or more
techniques may depend on the processes in place for managing
software. While we can reasonably expect that an organization
using IoT devices for critical applications may be willing to
perform detailed analysis of the code, we cannot expect that
such an analysis be carried out in the context of consumer
IoT. In the end the selection must also be based on a risk
assessment analysis. One important advantage to keep in mind,
however, is that several IoT devices have very specialized
functions and limited and constrained input, and therefore their
behavior is predictable. So one could design techniques able
to predict actions executed by the IoT devices based on input
parameters and use these prediction techniques within monitoring tools to detect anomalies with respect to the predicted
behavior. One such approach has been recently developed for
the more complex case of database applications [8].

•

B. Application Security
Software is always the critical element of security as many
attacks exploit errors in application code. Therefore, a large
number of software security techniques have been proposed,
such as for ensuring memory safety and the integrity of the
application execution control ﬂow. Approaches range from
compiler techniques that detect errors, such as techniques
to detect buffer overﬂow vulnerabilities in source code to
approaches that instrument or randomize binaries to make
sure that even if these vulnerabilities are present in the code,
they cannot be exploited by attackers. The latter are typically
adopted when the application source code is not available
or it cannot be modiﬁed. Other approaches do not require
modifying neither the source code nor the binaries and rely on
monitoring the execution of applications to verify that the execution control ﬂow is not modiﬁed by the attacker. However,
adapting such techniques to IoT systems is unfeasible without
extensive redesign [21] as they have heavy requirements in

C. Security Provisioning
The problem of distributed security provisioning refers to
the problem of the optimal allocation of security resources in
a distributed system. This problem has been investigated in the
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area of conventional networks. The most notable approaches
are based on game theory and Pareto analysis [2], [9], [10],
[14]. However such problem has not been investigated much
for IoT systems. The reason is that the problem is of much
larger scale. In addition IoT systems may rapidly change
and thus the security provision allocation may also have to
change. Preliminary work on the optimal security provisioning
for IoT systems has considered static IoT scenarios [29] and
mobile IoT scenarios in which, however, the mobility patterns
are known in advance [30]. Research is needed to develop
advanced solutions for cases in which the mobility patterns
cannot be anticipated. The main technical issue is to design
approaches by which only portions of the optimal solutions
need to be recomputed in order to be able to reallocate the
security resources in real-time.

However the design of comprehensive and effective IDSes
for IoT requires addressing several challenges. The ﬁrst is
related to the design of IDSes that monitor not only network
communications, like Kalis, but also system calls executed by
applications running on the IoT devices. However, deploying
such an IDS directly at IoT devices may not always be
feasible, especially if the IDS uses some complex machine
learning techniques [32]. A possible approach leverages edge
computing [24] by deploying on the IoT devices just a system
call logger, implemented so to make challenging for the
malware to both issue calls and tamper the log. The actual IDS
engine is deployed at a small edge server, which based on the
periodically received logs can execute sophisticated analyses
also based on the use of machine learning. An interesting open
direction would be to develop community-based IDSes for
IoT systems, very much like the community developed around
SNORT [27].
The second challenge is related to the automatic acquisition
of knowledge about the IoT system of interest. As the experimental results about the Kalis IDS show, the availability
of knowledge about the monitored system allows is critical
for better security. Relevant knowledge includes knowledge
about IoT device types, software running on these devices,
speciﬁc communication protocols. It is critical to develop
techniques by which such knowledge can be automatically
acquired by IDSes, perhaps with the support of tools running
at a cloud and/or at some edge servers. Initial approaches to
the identiﬁcation of IoT devices have been proposed [19] that,
for example, identify IoT device type and vendor based on
the DNS query information. However such approaches need
to be validated on large scale systems. Also similar approaches
need to be developed to identify the applications running
on the devices, especially for more powerful devices that
may host multiple applications, and network communication
protocols. Ideally, we would like to be able to deploy such an
“autonomous” IDS in the system of interest and let the IDS
acquire by itself all relevant knowledge. Such an IDS would
greatly simplify security management.

V. M ONITOR AND D ETECT
Monitoring activities are critical in order to detect attacks
and identify anomalies that may indicate attacks. Extensive
research has thus been carried out for intrusion and anomaly
detection systems (IADSes) for networks. Two popular open
source IADSes are SNORT [27] and Bro [26]. Both IDSes
rely on network information gathered by packet sniffers, and
detect attacks using signature matching over this information.
However, their techniques are not applicable to the IoT domain. For example, techniques such as host scanning or port
scanning would be ineffective on most IoT systems using IPv6.
Also, they only work on traditional IP-only networks, whereas
IADSes for IoT need to support a wide variety of mediums
and related protocols. Most traditional IADSes rely on a list
of rules/patterns to detect attacks. However, while running
through a large rule/pattern list is sustainable for a traditional
network, small IoT networks would incur heavy overhead
on the performance of the IADS. IADSes have also been
developed for wireless networks [28]. However, they suffer
from one or more limitations with respect to IoT: inability
to adapt, applicability only to a single platform and protocol,
small and speciﬁc range of detection techniques, reliance on
the existence of a central control point.
The Kalis system, recently designed, addresses many of the
drawbacks of previous systems [22]. Kalis is a self-adapting,
knowledge-driven IDS for IoT able to detect attacks in real
time across IoT systems running different communication
protocols. Kalis autonomously collects knowledge about the
features of the monitored network and entities, and leverages
such knowledge to dynamically conﬁgure the most effective
set of detection techniques. Kalis leverages a taxonomy of IoT
attacks by target types, that is, the speciﬁc types of system
components (e.g., such as IoT routers, IoT hubs, devices).
It also uses a taxonomy of the relationships between monitored network/entity features and security incidents (Fig. 2
from [22]). By leveraging such knowledge Kalis is able not
only to detect attacks and/or anomalies that can be indicative
of attacks, but is also able to more accurately identify the type
of attacks compared with more conventional IDSes.

VI. D IAGNOSE AND U NDERSTAND
Being able to quickly understand security-relevant events is
critical for effective defenses. For example, if an IoT device is
expected to periodically to collect and send data, any deviation
from such expected behaviour (detected perhaps using an
anomaly detection system) should be diagnosed in order to
understand whether the device has been compromised or the
network has been attacked by, for example, a jamming attack.
For IoT systems, it is critical that such diagnoses be carried
out in real-time.
There are two reasons for such requirement. The ﬁrst is
that IoT systems, because of mobility may rapidly change, and
thus it is important to analyze the system while the anomaly is
being observed. Delaying such analysis may result in loosing
relevant information. The second is that a prompt diagnosis
is critical for a real-time response to attacks. In many cases,
damages resulting from attacks can be greatly limited if one
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Fig. 2: Taxonomy of relationships between IoT network/device features and attacks. Dots and crosses indicate the possibility
and impossibility, respectively, of an attack in presence of a speciﬁc feature; circles indicate that the appropriate detection
technique for the attack depends on the speciﬁc feature [22].
continue its operations and at the same time to block the
attacks. However, approaches, by which decisions about attack
responses are taken by human security analysts and administrators, are not scalable for IoT systems, especially when such
systems are large scale and complex. Approaches are needed
by which IoT devices (or subsystems of IoT devices) are
able to autonomously react to attacks/anomalies, perhaps also
based on the information received by tools used for intrusion
detection and ﬁne-grained diagnosis, e.g. information provided
by the previous steps of the security life-cycle.

is able to quickly take response actions (see next section). The
problem of real-time diagnosis of attacks has not been much
investigated.
An initial approach for sensor networks has been proposed
by Midi et al. [23]. Such an approach focuses on anomalies
related to data acquisition and transmission across sensor
networks. The approach is able to determine whether the
data expected from a sensor in the network are not being
transmitted because the sensor has been compromised or
because the wireless network is being jammed. The approach
uses some simply metrics, namely the link quality indicator
(LQI) and the received signal strength indicator (RSSI), to
formulate the diagnosis. In the case the diagnosis is that
the data are not delivered because of a jamming attack, the
approach is able to identify the possible jamming source.
Even though such an approach represents an interesting initial step, developing effective diagnosis tools for IoT systems
require addressing several challenges. The ﬁrst is related to
learn and characterize the duration of the network interference to be able to discriminate between naturally occurring
interference, such as people walking, and attack-originated
interference. The second is related to approaches for detailed
IoT device diagnosis to determine, in the event of that an IoT
device has been compromised, which software component is
affected and by which malware or attack. Such information is
critical for two reasons. Knowledge about the former allows
one to determine whether the IoT device can still continue to
operate, even though with reduced functionality. Knowledge
about the latter is critical to determine the goal of the attack
and decide response actions to undertake.

An initial approach to support such autonomous attack
response action has been proposed for sensor networks by
Midi et al. [20]. Such an approach is based on the notion of
response policy; such a policy is very much like a database
trigger construct. It is deﬁned on a security incident or
anomaly and speciﬁes actions for different security estimates,
based on various conditions on the incident. Such policies are
then deployed at the sensors and automatically executed by
the sensors whenever an incident or anomaly is detected. The
design of such an approach entails many interesting issues,
such as how to deal with systems partitions that may lead to
conﬂicting response actions by sensors in different partitions
and with malicious sensors that may try to undermine the
responses by other benign sensors. Approaches to such issues
are presented in [20].
The development of a full-ﬂedged response approach for
IoT systems requires addressing several challenges. The responses very much depend on the relevant security application
goals of the IoT system of interest. For example, in the case of
the system considered by Midi et al. [20], the security goal was
to minimize data losses and thus the response policies included
actions to execute redundant data acquisition or transmission.
More importantly it is critical to develop a methodology to design such responses, perhaps by extending/applying software

VII. R EACT, R ECOVERY, AND F IX
When protecting a system from attacks, detection and
diagnosis are not sufﬁcient. It is critical to quickly react to
the attacks by taking actions that make the system able to
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design methodologies. Another challenge is that small IoT
devices, or IoT devices on which one cannot install software,
may not be able to host a response engine. A possible approach
may perhaps be based on using edge servers.
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VIII. C ONCLUSIONS
IoT technology enables unprecedented opportunities for
novel groundbreaking applications. However, many current
and future IoT applications support critical and/or privacy
sensitive functions and have safety implications. Therefore
comprehensive security is a key requirement. However even
deploying well known security techniques, such as encryption,
may be problematic. For example, managing public keys for
billions of IoT devices may not be trivial; perhaps recent approaches based on blockchain could address this problem [39]
(see also discussion by Roesch [28]). In the paper we have
discussed relevant techniques and related challenges. However
a major challenge that needs to be addressed is how to protect
against safety risks arising from security vulnerabilities. As
pointed out by Wolf and Serpanos [38], the physical behavior
requirements, that IoT devices may have to comply with, may
offer attackers new opportunities to undermine safety. For
example, the attacker can lead an IoT system into an unsafe
state by simply changing the timing of key computations or
introducing communication delays. We also notice that as IoT
systems, because of being tightly integrated with the physical
environment, can be the target of cyber-physical attacks that
by manipulating the physical space can prevent IoT devices
from working properly. An example of such an attack is by
Son et al. [33]. They show that an attacker can incapacitate
MEMS gyroscopes by generating in the environment sound
noises that have frequencies resonating with the gyroscopes.
Being able to test IoT systems is also challenging, especially
when they heavily interact with humans and/or are expected
to be deployed in highly dynamic physical settings.
However perhaps the most important challenge is security
administration. In many cases, especially for consumer IoT,
we cannot expect end-users to be able to conﬁgure access
control lists, ﬁrewalls and so forth. We need approaches by
which IoT devices and systems can automatically administer
security with little or not help by end-users. In this respect a
promising approach can be based on the notion of communitywiki for devices [5] to provide security conﬁguration policies
that devices can understand and enforce.
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