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Abstract—Network topology plays an important role
in many network operations. However, it is very difficult
to obtain the topology of coalition networks due to the
lack of internal cooperation. Network tomography provides
a powerful solution that can infer the network routing topology
from end-to-end measurements. Existing solutions all assume
that routes from a single source form a tree. However, with
the rapid deployment of Software Defined Coalition (SDC)
and Network Function Virtualization (NFV), the routing paths
in modern networks are becoming more complex. To address
this problem, we propose a novel inference problem, called the
weight inference problem, which infers the finest-granularity
information from end-to-end measurements on general routing
paths in general topologies. Our measurements are based
on emulated multicast probes with a controllable “width”.
We show that the problem has a unique solution when the
multicast width is unconstrained; otherwise, we show that the
problem can be treated as a sparse approximation problem,
which allows us to apply variations of the pursuit algorithms.

I. I NTRODUCTION
Topology information is at the foundation of many network
operations such as path selection, service placement, overlay
construction, and load balancing. Meanwhile, for networks
owned by multiple coalition members, it is very hard to
obtain the global topology information as such information
is distributed across multiple network owners.
It is known that end-to-end performance measurements can
reveal topology information. Techniques known as network
tomography have been developed to infer the network routing
topology from end-to-end measurements such as delays and
losses, e.g., [2] and followups. However, all the existing solutions are designed for traditional communication networks,
where probes from each source follow an (unknown) routing
tree.
The tree assumption causes existing network tomography
solutions to severely underestimate the complexity of modern
communication networks, where technologies like Software
Defined Coalition (SDC) and Network Function Virtualization
(NFV) [3] can generate complex non-tree routing topologies.
An extended version of this work has been presented at ICC’19 [1].
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This triggers a research question: Can we still infer useful
topology information from end-to-end measurements in networks with general (possibly non-tree) routing topologies?
In this work, we take a first step towards answering this
question by inferring the network’s internal performance at
the “finest granularity” (see Section II-C), which provides
valuable information about the routing topology.
II. P ROBLEM F ORMULATION
A. Network Model
We model the network (routing) topology as an edgeweighted directed graph G = (V, E). Each vertex v ∈ V
represents a probing source, a probing destination, or a
branching/joining point between multiple measurement paths.
Each edge e ∈ E represents a connection between two
vertices, which may map to a sequence of links. In this work,
we focus on loss-based weight. Given an edge e, let αe be the
probability for a probe to successfully traverse edge e, then
its weight is defined as ue := − log αe [4] be its weight.
B. Observation Model
We measure the network from a given probing source
s, which can send probes on n different paths, e.g., using
different combinations of the header fields. Let {p1 , . . . , pn }
denote the entire set of measurement paths.
We use stripes of k unicast probes sent back to
back on k paths to emulate multicast on these paths
[4]. In this work, we use this trick to emulate multicast,
where k ∈ {1, . . . , n} =: [n] is a design parameter.
In the sequel, we call such an emulated multicast a
“k-cast”, and the parameter k the “width” of the multicast.
Let XC (C ⊆ [n], 0 < |C| ≤ k) be the indicator that all
the unicast probes sent back to back on paths {pi : i ∈ C}
successfully reach their destinations. Under the assumption
that different edges exhibit independent losses, we have
Y
X
φC :=− log(Pr{XC =1}) = − log(
αe ) =
ue . (1)
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We define φC as the cast weight of a |C|-cast on paths {pi :
i ∈ C}. As we can estimate Pr{XC = 1} by the fraction of
joint successes on paths {pi : i ∈ C} among all the k-cast
probes covering these paths, we can estimate φC consistently.
Let C := {C ⊆ [n] : 0 < |C| ≤ k} be the subsets of paths
for which the cast weights can be measured.

C. Weight Inference Problem
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III. W EIGHT I NFERENCE A LGORITHMS
Written in vector form, the weight inference problem aims
at solving the linear system
D·w =φ
(3)
under the constraint
w ≥ 0,
(4)
where w := (wA )A∈A , φ := (φC )C∈C , and D :=
(1A∩C6=∅ )C∈C,A∈A (1· : indicator function).
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Definition 1. The weight inference problem aims at inferring the category weights (wA )A∈A from the measured cast
weights (φC )C∈C .
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We are interested in inferring the edge weights at the level
of (edge) categories from the measured cast weights [5]. For
A ⊆ [n] and A 6= ∅, category ΓA is defined as {e ∈ E : e ∈
pi iff i ∈ A}. Let A := 2[n] \ {∅} (where 2[n] denotes the
power set of [n]). Let wA denote the sum of the weights of
the edges in category ΓA , referred to as category weight.
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Fig. 1. Relative error as k and the number of k-cast probes vary (n = 5).

Algorithm 1, nOMP updates the solution using non-negative
least square programming arg minx≥0 kφ − DL xk2 (line 5
of Algorithm 1), where L denotes the set of indices of the
selected atoms, DL the sub-matrix of D formed by these
atoms, and wL the sub-vector of w with indices in L.
Algorithm 1 Non-negative Orthogonal Matching Pursuit
1: Initialization: L = ∅, w = 0 and r = φ
2: while max D T r > 0 do
3:
l ← arg max D T r
4:
L ← L ∪ {l}
5:
wL ← arg minx≥0 kφ − DL xk2
6:
r ← φ − D L wL
7: end while

Theorem III.1. If k = n, then (3) has a unique solution.
When k < n, the linear system (3) is underdetermined, and
hence there is no unique solution. To resolve the ambiguity,
we prefer the “simplest” solution over alternatives. Then the
weight inference problem becomes
min kwk0
(5a)
s.t. (3), (4).
(5b)
Problem (5) is an instance of the sparse approximation
problem with noiseless observations. Here we assume that
sufficiently many probes have been sent to accurately measure the cast weights. Otherwise, we can easily incorporate
measurement errors by relaxing (3) into an error bound.
Since such problems are generally NP-hard, approximate
solutions have been proposed. A popular solution is basis
pursuit (BP), which aims to minimize the `-1 norm. We can
thus apply existing LP solvers. In particular, we find that the
simplex method provides a guaranteed sparsity.
Theorem III.2. BP based on the P
simplex method provides a
k
solution to (5) with no more than i=1 ni non-zero entries,
k
i.e., the solution is O(n )-sparse if k = O(1).
Since the linear system (3) has 2n − 1 variables, the
worst-case complexity of the simplex method is exponential
in 2n − 1, which is super-exponential in the number of
measurement paths n. To reduce the complexity, we borrow
from the greedy heuristics for sparse approximation problems,
known as orthogonal matching pursuit (OMP) (Algorithm 1),
which iteratively finds non-zero entries one at a time [6].
Non-negative orthogonal matching pursuit (nOMP): OMP
is designed by computing an orthogonal projection onto the
selected atoms using least square programming. As shown in

IV. P ERFORMANCE E VALUATION
We evaluate relative error as k and the number of k-cast
probes vary on Internet Service Provider (ISP) topologies from
the Rocketfuel project.
Fig. 1 (a) shows the error in estimating the cast weights φ
(i.e., measurement error). Given the number of k-cast probes,
the measurement error decreases as we increase k. Fig. 1 (b)
shows the error of inferring category weights w. These curves
show the same trend as the curves in Fig. 1 (a), but with much
larger gaps. While the proposed algorithms can find a feasible
solution, it may not be the closest approximation to the ground
truth. Nevertheless, increasing k still helps to reduce the error
due to having more constraints. When k = n, we have a
unique solution, which equals the ground truth if there is
no measurement error. These plots show the importance of
(emulating) broadcast in inferring general topologies.
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