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Abstract—Attribute-based access control (ABAC) is being
widely adopted due to its flexibility and universality in capturing
authorizations in terms of the properties (attributes) of users
and resources. However, specifying ABAC policies is a complex
task due to the variety of such attributes. Moreover, migrating
an access control system adopting a low-level model to ABAC
can be challenging. An approach for generating ABAC policies
is to learn them from data, namely from logs of historical access
requests and their corresponding decisions. This paper proposes
a novel framework for learning ABAC policies from data.
The framework, referred to as Polisma, combines data mining,
statistical, and machine learning techniques. Polisma capitalizes
on potential context information obtained from external sources
(e.g., LDAP directories) to enhance the learning process. The
approach is evaluated empirically using two datasets (real and
synthetic). Experimental results show that Polisma is able to
generate ABAC policies that accurately control access requests.
Index Terms—Authorization Rules, Policy Mining, Policy Generalization

I. I NTRODUCTION
Most modern access control systems are based on the
attribute-based access control model (ABAC) [4]. In ABAC,
user requests to protected resources are granted or denied,
based on discretionary attributes of the users, the resources,
and the environmental conditions [6]. ABAC has several
advantages. It allows one to specify access control policies
in terms of domain-meaningful properties of users, protected
objects, and environments. It also simplifies access control
policy administration by allowing access decisions to change
between requests by simply changing attribute values, without
changing the user/object relationships underlying the rule
sets [6]. As a result, access control decisions automatically
adapt to changes in environments, and in user and object
populations. Because of its relevancy for enterprise security,
ABAC has been standardized by NIST and an XML-based
specification, known as XACML, has been developed by
OASIS [11]. There are several XACML enforcement engines,
some of which are publicly available. Recently a JSON profile
for XACML has been proposed to address the verbosity of the
XML notation. However, a major challenge in using an ABAC
model is the manual specification of the ABAC policies that
represent one of the inputs for the enforcement engine. Such
a specification requires detailed knowledge about properties

of users, resources, actions, and environments in the domain
of interest [9], [13]. One approach to address this challenge
is to take advantage of the many data sources that are today
available in organizations, such as user directories (e.g., LDAP
directories), organizational charts, workflows, security tracking’s logs (e.g., SIEM), and use machine learning techniques
to automatically learn ABAC policies from data.
To learn access control policies, suitable data could be
access requests and corresponding access control responses
(i.e., access control decisions) that are often collected in
different way and form, depending on the real-world situation.
For example, an organization may log past decisions taken by
human administrators, or may have automated access control
mechanisms based on low-level models, e.g., models that do
not support ABAC. If interested in adopting a richer access
control model, such an organization could, in principle, use
these data to automatically generate access control policies,
e.g., logs of past decisions taken by the low-level mechanism
could be used as labeled examples for a supervised machine
learning algorithm. But, learned ABAC control policy must
also satisfy key main requirements. They must be expressed in
terms of Boolean combinations of conditions against attributes
of users, resources, and environments. They must also be
correct and complete. Informally, an ABAC policy set is
correct if it is able to make the correct decision for any access
request. It is complete if there are no access requests for which
the policy set is not able to make a decision. Such a case may
happen when the attributes provided with a request do not
satisfy the conditions of any policy in the set.
To meet these requirements, the following issues need to be
taken into account when learning ABAC policies:
• Noisy examples. The log of examples might contain decisions which are erroneous or inconsistent. The learning
process needs to be robust to noise to avoid learning
incorrect policies.
• Overfitting. This is a problem associated with machine
learning [7] which happens when the learned outcomes
are good only at explaining data given as examples. In
this case, learned ABAC policies would be appropriate
only for access requests observed during the learning process and fail to control any other potential access request,

so causing the learned policy set to be incomplete. The
learning process needs to generalize from past decisions.
• Unsafe generalization. Generalization is critical to address overfitting. But at the same time generalization
should be safe, that is, it should not result in learning
policies that may have unintended consequences, thus
leading to learned policy sets that are unsound. The
learning process has to balance the trade-off between
overfitting and safe generalization.
This paper investigates the problem of learning ABAC
policies, and proposes a learning framework that addresses
the above issues. Our framework learns from logs of access requests and corresponding access control decisions and,
when available, context information provided by external
sources (e.g., LDAP directories). We refer to our framework
as Polisma1 to indicate that our ABAC policy learner uses
mining, statistical, and machine learning techniques.
Polisma consists of four steps. In the first step, a data mining
technique is used to infer associations between the users and
resources included in the set of decision examples and based
on these associations, a set of rules is generated. In the second
step, each constructed rule is generalized based on statistically
significant attributes and context information. In the third step,
authorization domains for users and resources (e.g., which
resources were accessed using which operations by a specific
user) are considered in order to augment the set of generalized
rules with “restriction rules” for restricting access of users to
resources by taking into account their authorization domain.
Policies learned by those three stages are safe generalizations
with limited overfitting. To improve the completeness of the
learned set, Polisma applies a machine learning (ML) classifier
on requests not covered by the learned set of policies and uses
the result of the classification to label these data and generate
additional rules in an “ad-hoc” manner.
The paper is organized as follows. Section II provides background information on ABAC policies, and introduces several
definitions underlying the problem of learning ABAC policies
from decision examples. Section III describes the proposed
learning framework, and Section IV presents experimental
results. Section ?? discusses related work, and Section V
outlines conclusions and future work.
II. BACKGROUND AND P ROBLEM D ESCRIPTION
In what follows, we introduce background definitions for
ABAC policies and access request examples, and formulate
the problem of learning ABAC policies.
A. ABAC Policies
Attribute-based access control (ABAC) policies are specified as Boolean combinations of conditions on attributes of
users and protected resources. The following definition is
adapted from Xu et al. [15]:
Definition 1 (cf. ABAC Model [15]). An ABAC model
consists of the following components:
1 In
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•
•

•

•
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U, R, O, P refer, respectively, to finite sets of users,
resources, operations, and rules.
AU refers to a finite set of user attributes. The value of
an attribute a ∈ AU for a user u ∈ U is represented by
a function dU (u, a). The range of dU for an attribute a
∈ AU is denoted by VU (a).
AR refers to a finite set of resource attributes. The value
of an attribute a ∈ AR for a resource r ∈ R is represented
by a function dR (r, a). The range of dR for an attribute
a ∈ AR is denoted by VR (a).
A user attribute expression eU defines a function that
maps every attribute a ∈ AU , to a value in its range
or ⊥, eU (a) ∈ VU (a) ∪ {⊥}. Specifically, eU can
be expressed as the set of attribute/value pairs eU =
{hai , vi i | ai ∈ AU ∧ f (ai ) = vi ∈ VU (ai )}. A user
ui satisfies eU (i.e., it belongs to the set defined by
eU ) iff for every user attribute a not mapped to ⊥, ha,
dU (ui , a)i ∈ eU . Similarly, resources can be selected by
a resource attribute expression eR .
A rule ρ ∈ P is a tuple heU , eR , O, di where eU is a user
attribute expression, eR is a resource attribute expression,
O ⊆ O is a set of operations, and d is the decision of
the rule (d ∈ {permit, deny}).

The original definition of an ABAC rule does not include
the notion of “signed rules” (i.e., rules that specify positive or
negative authorizations). By default, an access request hu, r, oi
for which there exist at least one rule ρ = heU , eR , Oi in
P such that u satisfies eU , r satisfies eR , and o ∈ O, is
considered to be accepted. Otherwise, the access request is
assumed to be denied. However, negative authorizations are
useful when dealing with large sets of resources organized
according to hierarchies. Signed authorizations have been
widely investigated [12], and also introduced in access control
systems of commercial products (e.g., the access control model
of SQL Servers provides negative authorizations by means of
the DENY authorization command [1]), and in the XACML
standard. Signed rules can be inconsistent, i.e., a user request
can be both permitted and denied for the same access request.
B. Access Control Decision Examples
An access control decision example (referred to as a decision example (l)) is composed of an access request and its
corresponding decision (see Definition 2).
Definition 2 (Access Control Decisions and Examples (l)). An
access control decision is a tuple hu, r, o, di where u is the user
who initiated the access request, r is the resource target of the
access request, o is the operation requested on the resource,
and d is the decision taken for the access request. A decision
example l is a tuple hu, eu , r, er , o, di where eu and er are a
user attribute expression and a resource attribute expression
such that u ∈ eu , and r ∈ er , and the other arguments are
interpreted as in an access control decision.
There exists an unknown set F, of all access control decisions that should be allowed in the system, but for which we

only have partial knowledge through examples. In an example
l, the corresponding eu and er can collect a few attributes (e.g.,
role, age, country of origin, manager, department, experience)
depending on the available log information. Note that an
access control decision is an example where eu and er are
the constant functions that assign to any attribute ⊥. We say
that an example hu, eu , r, er , o, di belongs to an access control
decision set S iff hu, r, o, di ∈ S. Logs of past decisions
are used to create an access control decision example dataset
(see Definition 3). We say that a set of ABAC policies P
controls an access control decision hu, r, o, di, denoted as
hu, r, o, di ∈ P 2 , iff there is a rule ρ ∈ P that satisfies
the access request hu, r, oi with decision d. P can be seen
as the set of all access decisions that it can control and hence,
be compared directly with F - decisions controlled by P are
decisions that belong to F.
Definition 3 (Access Control Decision Example Dataset (D)).
An access control decision example dataset is a finite set of
decision examples (i.e., D = {l1 , . . . , ln }).
D is expected to be mostly, but not necessarily, a subset of
F. D is considered to be noisy if D 6⊆ F.
C. Problem Definition
Using a set of decision examples, extracted from a system
history of access requests and their authorized/denied decisions, together with some context information (e.g., metadata
obtained from LDAP directories), we want to learn ABAC
policies (see Definition 4). The context information provides
user and resource identifications, as well as user and resource
attributes and their functions needed for an ABAC model.
Additionally, it might also provide complementary semantic
information about the system in the form of a collection
of typed binary relations, T = {t1 , . . . , tn }, such that each
relation ti , relates pairs of attribute values, i.e., ti ⊆ VX (a1 )×
VY (a2 ), with X, Y ∈ {U, R}, and a1 ∈ AX , and a2 ∈ AY .
For example, one of these relations can represent the organizational chart (department names are related in an is member
or is part hierarchical relation) of the enterprise or institution
where the ABAC access control system is to be deployed.
More precisely:
Definition 4 (Learning ABAC Policies by Examples and Context (LAP EC)). Given an access control decision example
dataset D, and context information comprising the sets U, R,
O, the sets AU and AR , one of which could be empty, the
functions assigning values to the attributes of the users and
resources, and a possibly empty set of typed binary relations,
T = {t1 , . . . , tn }, LAP EC aims at generating a set of ABAC
rules (i.e., P = {ρ1 . . . ρm }) that are able to control all access
requests in F.
D. Policy Generation Assessment
ABAC policies generated by LAP EC are assessed by verifying the satisfaction of two quality requirements: correctness
2 We
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Fig. 1: The Architecture of Polisma
which refers to the capability of the policies to assign a correct
decision to any access request (see Definition 5), and completeness which refers to ensuring that all actions, executed in
the domain controlled by an access control system, are covered
by some policies (see Definition 6). This assessment can be
done against example datasets as an approximation of F. Since
datasets can be noisy, it is possible that two different decision
examples for the same request are in the set. Validation will
be done only against consistent datasets.
Definition 5 (Correctness). A set of ABAC policies P is
correct with respect to a consistent set of access control
decisions D if and only if
• ∀li ∈ P → li ∈ D.
Definition 6 (Completeness). A set of ABAC P is complete
with respect to a consistent set of access control decisions D
if and only if
• ∀li ∈ D → li ∈ P.
Precision, recall, F1 score, and accuracy are calculated to
measure the correctness of the decisions made by ABAC policies. Completeness is measured by calculating the percentage
of access requests that are controlled by the set of policies
(referred to as the percentage of controlled requests (PCR))3 .
III. T HE L EARNING F RAMEWORK
Our framework comprises four steps (see Fig. 1) described
in what follows.
A. Rules Mining
D provides a source of examples concerning user accesses
to the available resources in an organization. In this step,
we use association rule mining (ARM) [2] to analyze the
association between users and resources. Such an association is
used to filter out inconsistent decision examples.4 Thus, rules
having high association metrics (i.e., support and confidence
scores) are kept to generate rules. P olisma uses Apriori [3]
(one of the ARM algorithms) to generate rules using D. It
is worth noting that rule mining can be performed by other
techniques such as symbolic learning [8] [10].
3 In this paper, we assume that the access requests that are not controlled
by the set of policies are denied by default.
4 Handling of other types of noise is important but outside the scope of this
paper.

Fig. 2: Ground Rule vs. Safely-generalized Rule: The top rule
is an example of rule generated from the first step while the
below rule is generated from the second step
This step uses only the examples in D to mine a first set
of rules (referred to as ground rules). These ground rules
potentially are overfitted or unsafely-generalized. Overfitted
rules impact completeness while unsafely-generalized rules
impact correctness. Therefore, Polisma post-processes the
ground rules in the next step.
B. Rules Generalization
To address overfitting and unsafe generalization associated
with the ground rules, this step utilizes the set of user and
resource attributes AU , AR provided by either D or external context information sources, or both. In particular, each
rule is post-processed its corresponding user and resource
by analyzing AU and AR to statistically “choose” the most
appropriate attribute expression that captures the subsets of
users and resources having the same permission authorized by
the rule according to D. In this way, this step searches for an
attribute expression that minimally generalizes the rules. Fig. 2
shows an example of a ground rule that is overfitted from the
perspective of the resource and unsafely-generalized from the
perspective of the user, and an example of a rule generalized
from it.
Polisma provides two strategies for post-processing ground
rules. One strategy, referred to as Brute-force Strategy BS,
uses only the attributes associated with users and resources
appearing in D. The other strategy assumes that attribute
relationship metadata (T ) are also available. Hence, the second
strategy, referred to as Structure-based Strategy SS, exploits
both attributes and their relationships. In what follows, we
describe each strategy.
1) Brute-force Strategy (BS).: To post-process a ground
rule, this strategy searches heuristically for attribute expressions that cover the user and the resource of interest. Each attribute expression is weighted statistically to assess its “safety”
level for capturing the authorization defined by the ground rule
of interest.
The safety level of a user attribute expression eU for a
ground rule ρ (see Definition 7) is estimated by the proportion
of the sizes of two subsets:
a) the subset of decision examples in D such that the access
requests issued by users satisfy eU while the remaining parts of
the decision example (i.e., resource, operation, and decision)
match the corresponding ones in ρ; and b) the subset of
users who satisfy eU . The safety level of a resource attribute
expression is estimated similarly (see Definition 8). Thereafter,
the attribute expression with the highest safety level is selected
to be used for post-processing the ground rule of interest.
Definition 7 (User Attribute Expression Weight Wuav (ui , aj ,
dU (ui , aj ), D)). For a ground rule ρ and its corresponding

Algorithm 1 Brute-force Strategy (BS-U -S) for Generalizing
Rules
Require: ρi : a ground rule, ui : the user corresponding to ρi ,
D, AU .
1: Define wmax = -∞, aselected = ⊥.
2: for ai ∈ AU do
3:
wi = Wuav (ui , ai , dU (ui , ai ), D)
4:
if wi > wmax then
5:
aselected = ai , wmax = wai
6:
end if
7: end for
8: eU ← h aselected , dU (ui , aselected ) i
9: Create Rule ρ0i = heU , ρi .eR , ρi .O, ρi .di
10: return ρ0i

Fig. 3: Example of Attribute-relationship Graph G
user ui ∈ U , the weight of a user attribute expression haj ,
dU (ui , aj )i is defined by the formula
Wuav =

| UD |
| UC |

where UD = {l ∈ D | dU (ui , aj ) = dU (l.u, aj ) ∧ l.r ∈ ρ.eR ∧
l.o ∈ ρ.O ∧ ρ.d = l.d} and UC = {uk ∈ U | dU (ui , aj ) =
dU (uk , aj )}.
Definition 8 (Resource Attribute Expression Weight Wrav (ri ,
aj , dR (ri , aj ), D)). For a ground rule ρ and its corresponding
resource ri ∈ R, the weight of a resource attribute expression
haj , dR (ri , aj )i is defined by the formula
Wrav =

| RD |
| RC |

where RD = {l ∈ D | dR (ri , aj ) = dR (l.r, aj ) ∧ l.u ∈ ρ.eU ∧
l.o ∈ ρ.O ∧ ρ.d = l.d} and RC = {rk ∈ R | dR (ri , aj ) =
dR (rk , aj )}.
Different strategies for selecting attribute expressions are
possible. They can be based on a single or a combination of
attributes, and they can consider either user attributes, resource
attributes, or both of them. The strategies using only user
attributes are referred to as BS-U -S (for a single attribute) and
BS-U -C (for a combination of attributes). Similarly, BS-R-S
and BS-R-C are strategies for a single or a combination of
resources attributes. The strategies using the attributes of both
users and resources are referred to as BS-U R-S and BS-U RC. Due to space limitation, we show only the algorithm using
the selection strategy BS-U -S (See Algorithm 1).
2) Structure-based Strategy (SS).: The BS strategy works
without prior knowledge of T . When T is available, it can

Algorithm 2 Structure-based Strategy (SS) for Generalizing
Rules
Require: ρi : a ground rule to be Generalized, ui : the user
corresponding to ρi , ri : the resource corresponding to ρi ,
T , AU , AR .
1: gi = G(ui , ri , AU , AR , T )
2: hx ∈ AU , y ∈ AR i = First-Common-Attribute-Value(gi )
3: eU ← h x, dU (ui , x) i
4: eR ← h y, dR (ri , y) i
5: Create Rule ρ0i = heU , eR , ρi .O, ρi .di
6: return ρ0i

be analyzed to gather information about “hidden” correlations
between common attributes of a user and a resource. Such
attributes can potentially benefit rule generalization. For example, users working in a department ti can potentially access
the resources owned by ti . The binary relations in T are
combined to form a directed graph (referred to as Attributerelationship Graph G, see Definition 9). Traversing this graph
starting from the least level in the hierarchy to the highest one
enables finding the common attributes values between users
and resources. Among the common attribute values, the one
with the least hierarchical level (referred to as first common
attribute value) has heuristically the highest safety level for
generalization because the generalization using such attribute
value supports the least level of generalization. Subsequently,
to post-process a ground rule, this strategy uses T along with
AU , AR of both user and resource of interest to build G.
Thereafter, G is used to find the first common attribute value
between the user and resource of that ground rule to be used
for post-processing the ground rule of interest (as described
in Algorithm 2).
Example: Assume that a ground rule ρ = h(user department
= d1), (resource id = r1), read, permit i is given. Also, Polisma
is given the following information:
• AU = {user id, project, department} and AR = {resource
id, project, department},
0
• The list of users U satisfying ρ.eU have two values
for the project attribute (i.e., p1, p2) while the resource
R0 satisfying ρ.eR belong to the project p1 and the
department d1, and
• T = (p1, d1).
G is constructed as shown in Fig. 3. Using G, the two common
attributes for U 0 and R0 are p1 and d1 and the first common
attribute is p1. Therefore, the generated rule is ρ = h(user
department = d1, user project = p1), (resource project = p1),
read, permit i.
Definition 9 (Attribute-relationship Graph G). Given AU ,AR ,
ρ and T , G for the users and resources represented by ρ is a
directed graph composed of vertices V and edges E where
V = {v | ∀ui ∈ ρ.eU , ∀ai ∈ AU , v = dU (ui , ai )} ∪
{v | ∀ri ∈ ρ.eR , ∀ai ∈ AR , v = dR (ri , ai )}, and
E = {(v1 , v2 ) | ti ∈ T ∧ (v1 , v2 ) ∈ ti ∧ v1 , v2 ∈ V }.

As discussed earlier, the first step generates ground
rules that are either overfitted or unsafely-generalized. This
step post-processes unsafely-generalized rules into safelygeneralized ones; hence, improving correctness, and it may
also post-process overfitted rules into safely-generalized ones;
hence, improving completeness. However, completeness can
be further improved as described in the next subsections.
C. Rules Augmentation using Domain-based Restrictions
“Safe” generalization of ground rules is one approach
towards fulfilling the completeness. Another approach is to
analyze the authorization domains of users and resources
appearing in D to augment restriction rules (referred to as
domain-based restriction rules). Such restrictions potentially
increase safety by avoiding erroneous accesses.
Example: Given that from the examples we gather that a)
the range of the role attribute in AU is {employee, contractor,
auditor}, b) O = {read, write, approve, setStatus, setCost},
and c) users of the auditor role use the list of actions {read},
the following restriction rule can be generated ρ = h(user role
= auditor), (resource: *), {write, approve, setStatus, setCost},
deny i.
One straightforward approach for creating domain-based
restriction rules is to analyze the authorization domain for
each individual user and resource. However, such an approach
leads to the creation of restrictions suffering from overfitting.
Alternatively, the analysis can be based on groups of users or
resources. Identifying such groups requires prior knowledge or
a pre-processing of AU and AR . Therefore, this step includes
two strategies. One strategy assumes prior knowledge about
preferable attributes to partition the user and resource sets.
The other strategy searches heuristically for such attributes.
We describe these strategies in what follows.
1) Semantic Strategy (SS).: AU and AR might be tagged
with some semantic metadata. Such semantics can be descriptive metadata about the distinctive attributes (referred to as
preferable attributes) which can be used for grouping users
and resources. For example, the “role” attribute of users and
the “type” attribute of resources can be reasonably used for
creating appropriate groups because these two attributes are
often used for defining access control policies.
Given the preferable attributes, the semantic strategy constructs user and resource groups as described in Definitions 10
and 11, respectively. These groups can be analyzed with
respect to O as described in Algorithm 3. Consequently, user
groups GaUi and resource groups GaRi along with O comprise
three types of authorization domains: operations performed
by each user group (lines 6-7), operations performed on each
resource group (lines 8-9), and users’ accesses to each resource
group (lines 8,10). Subsequently, the algorithm augments
restrictions based on these access domains (lines 12-14).
ai
Definition 10 (Attribute-based User Groups GU
). Given U
and ai ∈ AU , U is divided into is a set of user groups GaUi

Algorithm 3 Rules Augmentation using Domain-based Restrictions
Require: D, U, R, x: preferable attribute of users, y: preferable attribute of resources, O.
a
a
1: GU = GUi (U, x), GR = GRi (R, y)
u
2: ∀ gi ∈ GU , Ogi → {}
3: ∀ gi ∈ GR , Ogri → {}
4: ∀ gi ∈ GR , Ugri → {}
5: for li ∈ D do
6:
g 0 ← gi ∈ GU | li .u ∈ gi ∧ li .d = P ermit
7:
Ogu0 → Ogu0 ∪ li .o
8:
g 00 ← gi ∈ GR | li .r ∈ gi ∧ li .d = P ermit
9:
Ogr00 → Ogr00 ∪ li .o
10:
Ugr00 → Ugr00 ∪ li .u
11: end for
12: ∀ gi ∈ GU , Create Rule ρi = hhx, dU (ui , x)i, ∗, oi , Denyi
| ui ∈ gi ∧ oi ∈ (O \ Ogui )
13: ∀ gi ∈ GR , Create Rule ρi = h∗, hy, dR (ri , y)i, oi , Denyi
| ri ∈ gi ∧ oi ∈ (O \ Ogri )
14: ∀
gi
∈
GR ,
Create
Rule
ρi
=
hhx, dU (ui , x)i, hy, dR (ri , y)i, ∗, Denyi | ri ∈ gi ∧ ui ∈
(U \ Ugri )

{g1ai , . . . , gkai } where
(giai = {u1 , . . . , um } | ∀u0 , u00 ∈ gi , dU (u0 , ai ) = dU (u00 , ai ),
m ≤| U |) ∧ (gi ∩ gj = φ | i 6= j) ∧ (k =| VU (ai ) |).

Definition 11 (Attribute-based Resource Groups GaRi ). Given
R and ai ∈ AR , R is divided into is a set of resource groups
GaRi {g1ai , . . . , gkai } where
(giai = {r1 , . . . , rm } | ∀r0 , r00 ∈ gi , dR (r0 , ai ) = dR (r00 , ai )
, m ≤| R |) ∧ (gi ∩ gj = φ | i 6= j) ∧ (k =| VR (ai ) |).

are almost equal). Thereafter, the attribute with the highest
entropy is the preferable one.
Entropy(GaUi , ai ) = (

−1
∗
ln m

where m = |GaUi |, pj = Pm

m
X

pj ∗ ln pj ),
a

j=1,gj ∈GUi

|gj |
a

l=1,gl ∈GUi

|gl |
(1)

D. Rules Augmentation using Machine Learning
The rules generated from the previous steps are generalized
using domain knowledge and data statistics extracted from
D. However, these steps do not consider generalization based
on the similarity of access requests. Thus, these rules cannot
control a new request that is similar to an old one (i.e., a
new request has a similar pattern to one of the old requests,
but the attribute values of the new request do not match the
old ones). For example, assume that D includes a decision
example (li ) for ui accessing ri where both of them belong to
a department x. The generated rule based on li cannot control
a new request (e.g., uj requests access to rj where both of
them belong to another department y) which is similar to li .
Therefore, a prediction-based approach is required.
A possible prediction approach is to use an ML classifier
that builds a training model based on the attributes provided
by D and context information. The generated model implicitly
creates patterns of accesses and their decisions. Thus, the
model will be capable of predicting the decision of any access
request based on its similarity to the ones controlled by the
rules generated from the previous steps. Thereafter, this step
creates new rules based on these predictions and generalizes
them. Notice that ML classification algorithms might introduce
some inaccuracy when performing the prediction. Hence, we
utilize this step only for access requests that are not covered
by the rules generated by the previous three steps. Thus,
the inaccuracy effect associated with the ML classifier is
minimized.
IV. E VALUATION

2) Heuristic Strategy (HS).: When the preferable attributes
are not given, this strategy first predicts heuristically the
best attribute for user and resource partitions. Thereafter, the
remaining steps of the strategy follow Algorithm 3.
The heuristic prediction for preferable attributes is based
on selecting an attribute that partitions the corresponding set
evenly. Hence, estimating the attribute distribution of users
or resources enables measuring the ability of the attribute of
interest for creating even partitions5 . One method for capturing
the attribute distribution is to compute the attribute entropy
as defined in Equation 1. The attribute entropy is maximized
when the users are distributed evenly among the user partitions
using the attribute of interest (i.e., sizes of the subsets in GaUi
5 Even distribution tends to generate smaller groups in which each group
potentially have a similar set of permissions. A large group of an uneven
partition potentially includes a diverse set of users or resource; hence hindering
observing restricted permissions

In this section, we summarize the experimental methodology and report the evaluation results of the Polisma framework.
A. Experimental Methodology
Datasets. To evaluate the performance of Polisma, we
conducted several experiments using two datasets: one
is a synthetic dataset (referred to as project management
(P M ) [14]), and the other is a real one (referred to as
Amazon (AZ)6 ) (see Table I for statistics about these
datasets). In addition to decision examples, P M is tagged
with context information (e.g., attribute relationships and
attribute semantics).
Naı̈ve

ML

Approach. For comparison purposes, we

6 http://archive.ics.uci.edu/ml/datasets/Amazon+Access+Samples

Fig. 4: Evaluation of Polisma using the brute-force strategy
for Step 2 and the heuristics strategy for Step 3 (i.e., PolismaBS-HS-ML) using the P M dataset.

Fig. 5: Evaluation of Polisma using the structure-based strategy
for Step 2 and the semantic strategy for Step 3 (i.e., PolismaSS-SS-ML) using the P M dataset.
developed an approach which utilizes an ML classifier to
create rules. In particular, a classification model is trained
using D. Thereafter, the trained model is used to generate
rules without using the generalization strategies which are
used in Polisma. The rules generated from this approach
are evaluated using another set of new decision examples
(referred to as N ).7
Evaluation and Settings. Polisma is evaluated in two
ways. First, to evaluate how rules are generalized or
constrained throughout Polisma steps, Polisma uses a subset
of D (i.e., D0 where D0 ⊆ D) to generate rules. The rules
generated after each step are evaluated using the remaining
subset of D. We used 90% of D for learning ABAC rules and
10% of D for evaluation. Second, to compare Polisma with
the naı̈ve approach, we evaluated the generated rules based
on D using N (for the P M dataset | N | = 200 while for
the AZ dataset | N | = 500). Since both evaluations can be
affected by the examples in D0 , for each dataset Polisma is
evaluated 10 times while varying the random selection of D0 .
We report the average of the evaluation metrics (precision,
recall, F1 score, accuracy, and PCR). As ML classifiers used
for the fourth step of Polisma and the naive approach, we
used a combined classification technique based on majority
voting where the underlying classifiers are Random Forest
and kNN.
B. Experimental Results
1) Steps Evaluation.: Figs. 4, 5, and 6 show the evaluation
results for the four steps of Polisma in terms of precision,
recall, F1 score, accuracy, and PCR. In general, the quality
of the rules improves gradually for the two datasets even
7 Datasets are assumed to be noise free, (N ⊂ F ) ∧ (D ⊂ F ) ∧ (N ∩ D =
φ). Note that F is the complete set of control decisions which we will never
have in a real system.

Fig. 6: Evaluation of Polisma using the brute-force strategy
for Step 2 (i.e., Polisma-BS-ML) using the AZ dataset.

Fig. 7: Comparison between the variants of the brute-force
strategy (second step) using the P M dataset.
when using different strategies in each step. As the results
in Figs. 4 and 5 show, the strategies that exploit additional
knowledge about user and resource attributes (e.g., T ) have
better results compared to the ones that require less prior
knowledge. Moreover, the quality of the generated rules is
significantly enhanced after the second and the fourth steps
which shows the advantage of using safe generalization and
similarity-based techniques. On the other hand, the third step
shows only a marginal enhancement on the quality of rules.
However, the rules generated from this step can be more
beneficial when many of the issued access requests are not
allowed by the authorizations in the access control system.
In the case of the AZ dataset (Fig. 6), because some of the
required context information is not available, only the BS
strategy has been used in the experiments. Nonetheless, the
policies learned by Polisma with BS have good results in
terms of correctness and completeness. In particular, the F1
score reached up to 0.86, while the PCR reached up to 0.98.
2) Variants of the Brute-force Strategy.: As the results in
Fig. 7 show, using resource attributes for rules generalization
is better than using the user attributes. The reason is that
the number of attributes for resources is higher than that
of users in the P M dataset. Thus, the selection space of
attribute expressions is expanded; hence it potentially increases
the possibility of finding the best attribute expression for
safe generalization. In particular, using resources attributes
achieves 20% and 24% improvement compared to that of using
users attributes in term of F1 score and PCR, respectively.
Similarly, performing the generalization using both user and
resource attributes is better that of using only user attribute
or resource attributes. In particular, BS-U R-C showed a
significant improvement compared to BS-U -C (20% for F1
score, and 32% for PCR). In conclusion, the best variant of the
BS strategy is the one that enables exploring the largest set
of possible attribute values to choose the attribute expression
which has the highest safety level.

TABLE I: Overview of Datasets

# decision examples
#users
#resources
#operations
#examples with a “Permit” decision
#examples with a “Deny” decision
# of User Attributes
# of Resource Attributes

Datasets
Project Management (P M )
550
150
292
7
505
50
5
12

Fig. 8: Comparison between Polisma and the Naı̈ve approach
using the P M and AZ datasets.
3) Naı̈ve Approach vs. Polisma.: The results in Fig. 8 show
that Polisma achieved better results compared to the naı̈ve
approach. For example, on the P M dataset, the F1 score
(PCR) of Polisma improves by a factor of 1.2 (2.6) compared
to that of the naı̈ve. On the AZ dataset, Polisma’s F1 score
(PCR) improves by a factor of 2.9 (1.9) compared to the naı̈ve.
Both Polisma and the naı̈ve approach use an ML classifier.
However, Polisma uses the ML classifier for generating only
some of the rules. This implies two observations: a) using
multiple techniques (i.e., data mining, statistical, and ML
techniques) enables Polisma to learn policies better; b) among
the two steps which improve the results of the generated
rules (i.e., Steps 2 and Step 4), the rule generalization step
is essential for enhancing the policy learning process.
V. C ONCLUSION AND F UTURE W ORK
In this paper, we have proposed Polisma, a framework
for learning ABAC policies from examples and context information. Polisma comprises four steps employing various
techniques, namely data mining, statistical, and machine learning. Our evaluations, carried out on a real-world decision log
(referred to as AZ) and on a synthetic one (referred to as
P M ), show that Polisma is able to learn policies that are both
complete and correct. The rules generated by Polisma using
the P M dataset achieved an F1 score of 0.85 and PCR of 0.95;
also, when using the AZ dataset, the generated rules achieved
an F1 score of 0.86 and PCR of 0.98. As part of future work,
we plan to extend our framework by integrating an inductive
learner [8] and a probabilistic learner [5]. Furthermore, we
plan to extend our framework to support policy transferability
and policy learning explainability.
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