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Abstract— Policy based Security Management in an accepted
practice in the industry, and required to simplify the administrative overhead associated with security management in
complex systems. However, the growing dynamicity, complexity
and scale of modern systems makes it difficult to write the
security policies manually. Using AI, we can generate policies
automatically. Security policies generated automatically can
reduce the manual burden introduced in defining policies, but
their impact on the overall security of a system is unclear. In
this paper, we discuss the security metrics that can be associated
with a system using generative policies, and provide a simple
model to determine the conditions under which generating
security policies will be beneficial to improve the security of the
system. We also show that for some types of security metrics, a
system using generative policies can be considered as equivalent
to a system using manually defined policies, and the security
metrics of the generative policy based system can be mapped
to the security metrics of the manual system and vice-versa.

I. INTRODUCTION
Policy based management [1] is an approach for managing
computer systems and networks using higher level constructs
called policies. A policy specifies the requirements of system
management in terms of high level directives. Each directive
would express some constraints that the system ought to
comply with. A policy is usually expressed as a set of
conditions and associated actions to be taken when the
conditions are met, although there are other variations such
as using events which trigger the conditions and actions, or
defining goals that the system should meet. Policy based
management has been used successfully to simplify the
network administration in many domains, such as computer
communications networks [2], semantic web-services [3],
storage management [4], computer security [5], etc. Within
the specific area of security management, policy based
management has been used to simplify the specification
of network firewall configuration [6], access control [7],
content distribution [8] among others.
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While policy based management has proven its value for
simplifying the task of systems management, the growth in
the complexity, scale and dynamicity of systems has made
the task of writing the policies more difficult over time. These
conditions are found in many environments, e.g. mobile adhoc networks in military coalitions [9], virtualized cloud
and data center environments [10], solutions using moving
target defense [11], etc. In many situations, it is hard to find
people who have the requisite expertise and skills to write
the security policies correctly. As a result, the concept of
generative policies, in which the system can generate its own
policies instead of relying on human-defined policies has
been proposed [12]. The generation of policies is applicable
in any domain where policies need to be specified, but
manual definition of policies is difficult or cumbersome. wit
policies, reduce the chances of human error, and reduce
the time it takes to define the applicable security policies.
However, it does have a drawback. The automated generation
of policies adds to the complexity of the system, which
makes it more vulnerable to attacks.
The concept of automatically generating security policies
in a system can lead to challenges in the Validation and
Verification (V & V) of a system that needs to be deployed.
In this paper, we show that a system using generative policies
can be mapped to an equivalent system using manually
defined policies, with a one-to-one correspondence between
the security metrics of the two systems. By mapping such a
system to an equivalent manual system, we can apply the V
& V techniques for systems using manual policies to systems
using dynamically machine generated policies.
We begin this paper with a brief review of policy based
management and the approach for generative policies for
security systems. We then review the state of the art in identifying and defining security metrics for information systems
security. We propose an approach for associating security
metrics with a system using security policies, and discuss
the impact on those security metrics when policy based
management is coupled with generative policies, leading to a
general rule for identifying conditions under which security
policy generation would be beneficial. Finally, we show how
a system with generative policies can be transformed (for the
purposes of security metrics calculation) into a system which
uses manually defined policies, and compute the equivalent
human mistake rate and equivalent breach probability for
such policies.
II. R EVIEW OF P OLICY BASED M ANAGEMENT
The task of a management system is to deal with the
various situations that may arise during system operation. In

order to deal with those situations, the management system
provides a configuration to the system, and handles any alerts
that the system may generate during its operation. While
the traditional system operation would expect some human
administrator to deal with the situations which lead to an
alert being generation, a policy based management allows
the human administrator to specify policies as part of the
system configuration. These policies specify the actions that
the system should take when the situations leading to an
alert generation is required, thereby decreasing the number of
alerts and the cognitive burden on the human administrator.
In the specific context of security management, policies
would define access control for any computer or information resource, authorization requirements for accessing the
network, instructions on dropping or allowing specific types
of network traffic into a network, restrictions on the type of
protocols that must be followed when communicating on the
network, or allowing/disallowing some types of devices to
exist on the network.
Using policy based management approach, a human administrator defines the policies, usually in an intuitive format,
e.g. an English sentence or a selection from a graphical
user interface. A policy refinement process would convert
these to a set of policies that a machine can understand,
which are provided to a policy decision point(PDP). The
policy decision point can send those policies over to a policy
enforcement point(PEP), which uses the policies to define
the configuration, or handle the alerts as they happen. The
policy decision point may choose to translate the policies into
a different format for different types of enforcement points.
Usually, the policy refinement step will be done within
a system management module, e.g. at a network operations
center. The PEP is a part of the device or service being
managed, while the PDP could be a part of the system
management module, be a part of the device/service being
managed, or be an independent service. Different implementations of policy based management would implement
different bindings of the PDP and PEP in their environments.
When policies are being generated automatically, the architecture for management is much simpler on the management system side. In these cases, the human administrator
sends some human guidance over to the device or service
being managed. The PEP, the PDP and the PRF are all
included in the managed device/service, along with a new
module, the policy generator. The policy generator is responsible for creating policies that the device/service uses. It can
generate those policies in a human interpretable format so
that the policies being generated can be analyzed and updated
manually, if needed.
Different types of human guidance result in different
approaches for generating policies. The specific type of
guidance would depend on the domain to which policies are
being applied, and an overview of different approaches for
generating access control policies is described in [13].
In the generative approach, the human guidance consists
of two pieces of information, a definition of context and a
generation grammar. The generation grammar may be either

an Answer Set Grammar [14], or a template to generate
policies, or any other mechanism to create the policies. The
context would usually consist of an interaction graph, which
defines which types of other services or devices a specific
device/service could expect to see in the environment. The
grammar specifies a policy generation language that is defined over the attributes of the devices/services found in the
environment.
When the device or service receives human guidance, it
looks for situations where the context changes, and new
policies needs to be generated. A typical instance for security
management will be when the set of devices and services in
the system a change, e.g. a device/service enters or leaves
the system, or changes its role within the system. In those
cases, the device/service uses the grammar to generate the
relevant policies.
III. R EVIEW OF S ECURITY M ETRICS
The definition of metrics that can quantify different aspects
of the security of a computer system is an open problem
in the field of computer security. A security metric should
be measurable, quantifiable, and provides an estimate of an
aspect of the system security, e.g. number of security tests
it passes, or the risk of a potential breach. The benefits of
defining such a metric is well recognized [15], [16], but there
are also concerns that the goal of a good security metric may
be unattainable in practice [17].
The problem is further exacerbated by the fact that security
is highly dependent on the specifics of the system. The security metrics associated with a cloud computer service [18],
those associated with a smartphone operating system like Android [19], those associated with firewalls in communication
networks [20] and those associated with an electronic Health
application [21] are going to be fundamentally different from
each other.
Notwithstanding the challenges associated with defining
security metrics, different approaches for defining security
metrics have been proposed in the literature. Several good
surveys of security metrics in different contexts have been
done, which try to put a systematic framework on defining
security metrics for systems using different sets of criteria. In
this section, we look at the types of security metrics that have
been proposed, as well as the approaches for determining
those security metrics.
A. Types of Security Metrics
There have been several types of security metrics used in
different systems, and different survey papers have tried to
classify them into different types.
A survey of systems security metrics which classifies them
into different categories based on interactions between an
attacker and a defense mechanism has been proposed by
Pendleton et. al [22]. They classify all security metrics
into four categories: vulnerability metrics, defense metrics,
attack metrics, and situation metrics. Vulnerability metrics
measure the implicit vulnerabilities in the system, such as
programming errors or design flaw; defense metrics measure

the strength of security mechanisms put around the system,
such as the type of firewalls, honeypots and access control
mechanisms, attack metrics measure the strength of the type
of attacks that are launched on the system, and situation
metrics measure the environmental issues around a system
such as the amount of investment in the security and the
evolution of security vulnerabilities.
An alternative classification of security metrics is provided
by Ramos et. al [23] who classify security metrics based
on the target type (what is the metric intended for – e.g. a
process, system, or enterprise), objective (what the security
metrics is intended for – compliance with a policy, economic
trade-off analysis, or assessing the security strength of a
system), how it is constructed (using an abstract model or
by running experiments to measure it) and how the security
metrics will be measured (is it automated, is it subjective or
objective, is it based on quantitative metrics or qualitative
metrics).
Savola [24] provides a broader and simpler classification
of security metrics dividing them into three categories, organizational, technical and operational. Organizational metrics
describe attributes of organizational programs and processes,
technical metrics describe security requirements on code,
designs and specifications, and operational metrics describe
attributes of operational systems.
Another survey [25] proposes a classification based on
security goals (confidentiality,integrity, availability, authentication), area of system being measured (i.e., management,
operations, technical), intention of measurement (preventing
flawas, detecting security flaws, recovery etc), or targeted
audience for the metrics (technical people, business leaders,
external authority etc.)
Other surveys include a taxonomy of security flaws in
computer programs [26], security metrics to evaluate Intrusion Detection Systems [27], and security metrics of
software process life cycle [28].
As evident by the large number of surveys, there are a very
large number of security metrics, which can be classified
in many different ways. This makes the task of using a
commonly accepted security metric in a general way very
difficult.
B. Measuring Security Metrics
Any metric is not useful if it can not be measured.
On the basis of the surveys described in section III-A,
the approaches can be divided into three broad categories:
checklist based approaches, experimental evaluation, and
model based assessment.
The checklist based approaches create security checklists
which are used to go through different items relevant to
the security of the system. These checklists can then be
converted into a security score. The most well-known of
these checklists is the Common Vulnerability Scoring System
[29] defined by NIST, which ranks the vulnerability of the
system into a score between 0 and 1. However, many other
types of security checklists have been developed within

different organizations and companies, and are used widely
within the industry.
The checklist based approach has the benefit that it allows human input, incorporates qualitative metrics, as well
as social and environmental factors that may be hard to
incorporate otherwise. Due to its ease of use, it remains the
most prevalent method by which enterprise security metrics
are evaluated. An alternative to checklists is to run validation
tests which can estimate a quantitative security metric. The
experimentation approach is applicable only to those security
metrics for which a suitable experiment can be devised. As
an example, penetration testing [30] can be used to determine the number of vulnerable open ports on a server, and
measuring the number of vulnerable servers in the enterprise
provides an assessment of its vulnerability. Experimentation
techniques have been used to assess security in enterprise
networks [31], financial services [32], automotive [33],
[34], etc. In many of these, experimentation is used to
supplement the checklist based approach, and provide the
input for specific items in the checklists.
Both checklists and experimental validation are used in
practice, but they do not provide any assurances about the
security metrics of a system. They are empirical approaches
and can not make general statements on the security risk
associated within a system. Within the academic community,
approaches have been proposed to create theoretical models
of risks and security vulnerabilities, which would allow
for a more provable approach for assessing security. Some
examples of these are an approach to define theoretical
models for information security [35], risk assessment for
information [36], adversary modeling [37], and analyzing
time-dependent risks associated with security [38]. The
theoretical models can provide generalized statements about
the security of the system, but the assumptions made within
the models may often not match the complexity of the realworld systems.
One practical use of model based security metrics is to
understand the cost benefit analysis of different security
alternatives [39]. The risk associated with any particular
approach for security is evaluated, and compared to the
cost of implementing that security solution. This allows for
the choice of a security approach which performs the most
benefit (least risk) for a given cost.
IV. S ECURITY M ETRICS WITH G ENERATIVE P OLICIES
As apparent from the discussions in III, there are many
different types of security metrics, which are highly dependent on the system under consideration, and are evaluated
using a mixture of pragmatic approaches like checklists and
experimentation, along with theoretical models of security
risks. The definition of the security risk associated with a
system depends on the nature of the system. Policy based
security management is a general technique that is applicable
to many different systems, and different aspects of security
of these systems. Therefore, it is difficult to come up with a
specific definition of security metrics that are applicable to
all systems using policy based security management.

Instead of trying to define specific metrics, we chose
to model the impact of generating system policies for a
system using the cost-benefit analysis approach. This will
allow us to determine the conditions under which generating
policies automatically would be better (have more benefit)
than having a human define policies manually.
We assume that an original system is designed to have
a human write the security policies. There may be several
security metrics associated with this system, which would
be different depending on the type of system, as well as the
type of policies that are written to the system. With the costbenefit approach, the system using manual policies can be
characterized with the following attributes:
TABLE I
ATTRIBUTES OF S YSTEM WITH M ANUALLY DEFINED P OLICIES
Attribute
S
R
p
t
q

Explanation
The value that the system delivers when it is operational
The cost associated with any security breach
The probability of any security breach
The time taken to define the manual policies
The probability of human writing wrong policies

Two of the attributes shown in Table I can be considered as
security metrics, namely the probability of system breach and
costs of the breach. In practice, there may be many different
types of system breaches, with different probabilities and
risk values associated with each type of system breach.
Nevertheless, we can get a good estimate of the cost-benefit
analysis by computing the averages over such distribution.
In the above formulation, S and R need to be measured
in comparable units, and are measured over some period of
time. The probability of breach needs to be estimated over
the same period of time, and we assume that this time-period
is much larger than t, the time it takes to define policies.
The value of p is associated with a specific value of the
security metric, and can be viewed as a proxy measurement
of the metric itself. We will make the conservative assumption that there will be a breach if a wrong policy is defined.
In that case, the probability of a breach happening either
due to human mistake or to the system vulnerabilities will
be 1 − (1 − p)(1 − q), or p + q − pq. Since both p and q
will be fairly small, we can approximate this as p + q. The
net benefit delivered by the system is S − (p + q)R, which
is the long term value offered by the system reduced by the
expected risk due to occurrence of a breach. Note that the
time taken for the manual definition of policies does not play
a role in it, since it is assumed to be negligible compared to
the period when the costs are computed.
We would now explore how the system benefit changes
when dynamic policies are used. For the dynamic generation of policies, we would need the following attributes to
characterize the system. Note that S,R and p are the same
attributes that would remain unchanged from the system that
used a manual policy definition.
Policies are generated every time the context of the system
changes. if we used the manual approach for policy definition

TABLE II
ATTRIBUTES OF S YSTEM WITH G ENERATIVE P OLICIES
Attribute
S
R
p
x
e

Explanation
The value that the system delivers when it is operational
The cost associated with any security breach
The probability of a security breach for the system
The average time between context changes
The probability of machine generating wrong policy

every time the context changes, then the system would be
operational for x − t time units out of the total period of
x. This makes the system operational for part of the period,
namely (x − t)/x or equivalently as (1 − t/x). Therefore
the value delivered by the system will be (1 − t/x)S − (p +
q)R. This reflects the fact that when the system is being
configured, it does not deliver the value that it could.
When policies are being generated automatically by the
system, they can be generated faster than a human. Thus,
the value delivered by the system with generative policies
would be (S − (p + e)R).
We can now compare the conditions under which generation of policies will be better than the manual definition
of them. It is obvious that if t > x, manual definition of
policies will be infeasible. Therefore, we are considering the
case where t ≤ x. Generation of policies is better for security
of a system if:
(S − (p + e)R) > (1 − t/x)S − (p + q)R
which after some arithmetic manipulations can be shown
to be equivalent to:
(t/x) > (e − q)R/S
Since t/x is between 0 and 1, it follows that the above
condition is always satisfied with e < q. Furthermore, as the
amount of time taken for manual policies becomes longer, the
generation of policies becomes a better approach for system
design.
These findings can be summarized in the following three
observations:
•

•
•

When machine generated policies are less likely to
contain errors than human defined policies, it is better
to use a generative approach.
When manual definition of policies take longer, the
generative approach becomes more attractive; and
If system has a high degree of dynamicity, then generative policies are the only viable approach for policy
based security management.

A. Equivalence Expressions with Generative Policies
We can define an equivalence between a system that is
using generative policies and a system that uses manually
defined policies. In this section, we consider two types of
equivalences – the equivalent mistake rate of a generative
policy system, and the equivalent breach probability of a
generative policy system.

To define equivalence, we consider two systems, both
performing the same task, but one of the systems uses manual
policies while the other system uses generative policies. In
the manual system, there is a given probability of breach, and
a probability of a human making a mistake. If both systems
provide the same overall cost-benefit trade-off, we would
like to find out the attributes that characterize the manual
system system given the attributes of the generative policy
system. Note that in both systems, the attributes of S, and
R, t and x would remain unchanged as they are dependent
on the function the system is designed to deliver and the
environment in which the system operates. Therefore, the
goal is to find out the expression for the human system
attributes of p and q which would correspond to the same
benefit as that of the generative policy system.
The equivalent human mistake rate of a generative policy
system will be the mistake rate a human administrator writing
policies can make while delivering the same benefit to the
system. In order to compute the equivalent human mistake
rate, we would need to assume that the probability of breach
remains the same in both the systems.
With a manual definition of policies, the benefit delivered
by the system is (1 − t/x)S − (p + q)R. With a generative
policy approach, the benefit delivered by the system is (S −
(p + e)R).
We can rewrite the benefit using the generative policies as
the following: (1 − t/x)S − (p + qa )R where
qa = (e − (t/x)(S/R)
Since negative error rates are meaningless in the context of
any real system, we can define the equivalent human mistake
rate qe quiv as
qe quiv = max{0, (e − (t/x)(S/R)}
An alternative equivalent metric would be to translate the
effect of policy generation into an impact on the breach
probability of the system. Since the net benefit delivered
by a manual depends on both the breach probability and
the human mistake rate, we will assume that the human
being is a perfect administrator and makes no mistake. In
other words, the q associated with the system using manually
defined policies is zero.
In this case, we can rewrite the net benefit of the system
based on generative policies to be (1 − t/x)S − pe quivR
where
pe quiv = p(1 − (tS/xRp − e)
pe quiv is the equivalent breach probability in the human
system. The effect of using generative policies is to reduce
the preach probability by a factor of (tS/xRp − e)
V. C ONCLUSION AND F UTURE W ORK
In this paper we have focused on policy-based management systems for which security is critical. We have
formulated a model by which one can compare the impact
of manually authored policies vs automatically generated
policies, such as policies generated according to the novel

generative policy paradigm [12]. By establishing an equivalence among systems that generate policies automatically
and systems that use manual policy definitions, we can apply
existing processes and approaches defined for manually
defined policy based systems to be applicable to systems
created using the new paradigm.
Our future work includes comparing the performance of
humans and machines in generating policies. One problem
with humans generating policies is that there could be a lot
of variability among different humans, whereas a machine
would be more consistent. A study focusing on such a
comparison has been carried out for the task of image
annotation [40]. An interesting result from the study is that
the three best human annotators are better that the best
machine algorithm, but the difference is low. However the
best machine algorithm is much better than the worst human
annotators, and the difference is very large.
One conclusion from this study is that using machine
algorithms would be better in general, unless one has very
critical image annotation tasks and the human annotators are
very good at their task. However another study, focusing
on image recognition, showed that algorithms and humans
have about the same accuracy for very clean images, but
when the images are distorted, the humans are better [41].
It is clear that more experiments are needed especially
to take into account different contextual conditions. Also
whereas a large body of work has focused on tasks related to
annotating/classifying image data, no equivalent work exists
in the area of policy specifications, especially in cases in
which policies have to generated under time constraints.
An interesting direction for our future work is to carry out
a study to compare humans and machines when generating
policies. One possibility would be to give policy decision
examples (plus context information) to a human and to some
machine learning algorithms (such as statistical machine
learning algorithms or symbolic learning algorithms [42]),
ask both to write the policies and then compare the results.
The starting point for the experiment would be a policy
specification expressed in natural language, perhaps in some
controlled form as today we have powerful machine learning
techniques for analyzing natural language. It is important
to point out, though, that depending on the type of natural
language documents different machine learning techniques
may have to be used. See for example the approach applied
by Jero et al. [43] in order to extract formal protocol
specifications from RCF documents for different communication protocols, e.g. GRE, IPv6, IP, TCP, DCCP and
SCTP. Therefore as part of our future work it will be also
interesting to determine which machine learning algorithms
are more suitable to extract formal specifications of policies
from natural language policy documents.
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