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Abstract—Software defined networking (SDN) can be beneficial
in mobile ad hoc networks (MANETs) to increase flexibility,
provide programmability and simplify management. The high
dynamics in mobile networks, however, raise new reliability
challenges to the conventional centralized control plane of SDN.
To increase reliability, methods such as placing multiple controllers in the network have been considered that add redundancy
in the control plane in a brute force manner. However, these
methods cannot by themselves fundamentally solve the reliability
problem. To address this issue, this paper complements the
controller placement methods with a new architecture that has a
hybrid structure splitting the routing decision logic between the
controllers and the data plane nodes. Specifically, the controllers
can break the routing path into segments, similar to the segment
routing technique, and broadcast the list of segment labels
to the data plane nodes. The latter are able to make the
actual forwarding decisions for each segment in a distributed
manner, e.g., by running an existing MANET protocol like OLSR.
Experiments on a testbed built from commercial mobile devices
with integrated SDN functionality highlight the feasibility and
benefits of the proposed architecture.
Index Terms—Software defined networks, hybrid networks,
segment routing, mobile ad hoc networks.

I. I NTRODUCTION
A. Motivation
Software Defined Networking (SDN) is a game changing,
cutting edge technology in the network field that has been
designed to enable more agile and simple network management [1]. With SDN, the control plane of the network becomes
centralized and programmable so that the routing of traffic in
the data plane can be configured at a software entity known
as the SDN controller. This is radically different from current
routing protocols where decisions are made in a distributed and
hop-by-hop manner at each intermediate node in the routing
path [2].
While SDN has already shown its important role in plenty
of real-world deployments of data centers and service provider
networks (e.g., B4 [3]), it can be also beneficial in mobile ad
hoc networks (MANETs). In fact, recent works have demonstrated that an SDN-based approach for MANETs can provide
higher throughput and prolong network lifetime compared to
distributed routing protocols such as AODV and OLSR [4],
[5], [6], [7]. At the same time, however, the distinct features
of the mobile network pose new reliability challenges to the
SDN controller.

To exemplify, in order for SDN to work properly, the
continuous exchange of network state information (e.g., link
conditions, traffic statistics) and flow rules between the controller and the data plane nodes is needed [8]. In the MANET
environment, however, this operation is challenged by the low
data rates of channels and the inherent problem of unreliable
connectivity. For example, the connectivity between the SDN
controller and a data plane node may be (temporarily) lost
due to mobility of the latter. Although this node may be
still connected with other nodes, its reconfiguration will be
impossible as long as the controller is unavailable, resulting
in outdated flow rules installed at the node.
Methods to cope with SDN reliability presented in literature
typically add redundancy in the control plane in a brute force
manner by placing multiple controllers in the network [9]. To
ensure that every data plane node maintains connection with at
least one controller, these methods can adapt the placement of
controllers over time [10], [11]. Such adaptation of controller
placement, however, unavoidably causes temporary service
interruptions and performance degradation due to the time
required for the data plane nodes to discover and associate with
the new controllers. More importantly, these methods cannot
by themselves fundamentally solve the reliability problem as
this would require to place controllers at all nodes so as
to handle all possible failure scenarios in highly dynamic
networks.
B. Methodology and Contributions
In this paper, we point out that to address the reliability issue
of SDN in MANETs we need to complement the controller
placement method with a distributed routing protocol (e.g.,
OLSR, AODV) that operates in the data plane. This leads to
a new architecture that has a hybrid structure and splits the
control (routing decision) logic between the controllers and
the data plane nodes. To realize such an architecture, however,
we need to define in a precise way how the SDN controllers
will interface with the distributed protocol so as to coordinate
their routing decisions, what information they will exchange,
in what form and when.
Specifically, we propose the SDN controllers to break the
routing path into segments, similar to the segment routing
technique [12], and periodically broadcast the list of segment
labels (endpoint nodes of the segments) to the data plane nodes
rather than the entire set of flow rules required to be installed

to support routing over this path. Having received the list of
segment labels, the data plane nodes will have to make the
routing decisions from one segment label to the next in the
list. This can be achieved by running an existing distributed
routing protocol such as OLSR.
The benefits of the above hybrid architecture are manifold.
First, the reliability is improved compared to the conventional
SDN architecture since the data plane nodes are able to make
the routing decisions by themselves instead of relying on
the flow rules installed by the SDN controllers. The SDN
controllers are only used to guide the nodes to route the
packets through a specific sequence of intermediate nodes
(segment labels) before reaching the destination. However,
these guidelines can be neglected by the nodes if the intermediate nodes cannot be found by the distributed protocol and the
controllers are not reachable to update the guidelines. Second,
the performance is improved compared to the current MANET
protocols. With their guidelines, the SDN controllers can force
the packets to go through specific nodes with special roles
and middlebox functionalities (e.g., access policies) as well as
indirectly load balance the network. Such service enforcement
and traffic engineering capabilities are not provided by the
current MANET protocols which are typically shortest path
routing based.
To further motivate our work, we implement a testbed of an
SDN-enabled MANET and perform experiments. Our testbed
consists of modern off-the-shelf smartphone devices that are
commonly used today and which are set up with commecrial SDN control plane (ONOS [13]) and data plane (Open
vSwitch [14]) software components. We show that forming
SDN-enabled MANETs with multiple controllers is feasible
with minor modifications to the software of existing network
equipment. However, adapting the placement of controllers
causes overheads and service interruption that are significant,
which motivates our approach of hybrid SDN control.
The rest of the paper is organized as follows. We present the
testbed and experimentation results in Section II. We describe
the proposed hybrid SDN control architecture in Section III.
Section IV discusses open issues and technical problems that
can boost the benefits of our architecture. We conclude our
work in Section V.
II. E XPERIMENTATION A NALYSIS
In this section, we implement a testbed of an SDN-enabled
mobile ad hoc system and perform experiments. The results
show the feasibility of these systems, reveal the impact of
wireless multi-hop communication on the delay of data plane
management, as well as the overheads of adapting the controller placement and controller-node assignment decisions.
A. Testbed Set-up
We build a testbed of a mobile ad hoc system with SDN
functionality integrated into mobile devices. Namely, we use
five of the popular Android-based Nexus 4 smartphone devices. We establish an Ubuntu environment running along with
Android, so that we can install popular SDN-related software
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Fig. 1.
Testbed consisting of five SDN-enabled smartphones connected
through WiFi links.

in each device. The first necessary component is Open vSwitch
(OvS) [14], by which a smartphone can be turned into a
data plane node that supports OpenFlow protocol. The second
necessary component is ONOS [13], by which a smartphone
can be turned into an SDN controller. ONOS is designed
particularly for scalability and permits multiple controllers to
work together in the form of a controller cluster.
We deploy the five smartphones in a way that forms a linear
topology with four wireless links, as it is depicted in Figure 1.
This represents a common scenario where a node can either
establish multi-hop connection to the backbone network (if
any) or exchange data with its peers in a device-to-device
(D2D) fashion. The devices are placed within an empty lab
room, and distance between adjacent devices is 1.5 meters.
Since the WiFi Ad Hoc protocol is not permitted by Nexus
4, we use the WiFi Hotspot and WiFi Direct capabilities of
Android to create the four wireless links. First, we make device
2 to act as a WiFi access point (hotspot) and connect devices 1
and 3 to it. Then, we connect devices 3, 4 and 5 via the WiFi
Direct protocol, where device 4 acts as the master. By applying
a simple Network Address Translation (NAT) on device 3,
the five devices can communicate with each other. Although
constrained in resources, the smartphones are capable enough
to run ONOS and OvS. We enable OvS on all the devices,
while we vary the number of devices that run ONOS, and
hence the number of controllers, to test different scenarios.
B. Experimentation Results
Impact of Multi-hop Communication. To examine the
impact of multi-hop communication on the delay of managing
the data plane nodes, we deploy an ONOS controller at device
1. We take measurements on the network delay between the
controller and every data plane node. No matter what kind of
routing policies is executed, a typical and universal interaction
between a controller and a data plane node is the request and
reply of flow statistics. Therefore, we define the delay as the
interval between sending such an OpenFlow request message
and receiving its corresponding reply. We keep capturing
OpenFlow messages on the controller at device 1 for an
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Fig. 2. (a) The impact of number of hops on management delay. (b) Bandwidth consumption overheads due to adapting the placement of controllers. (c)
Delay of reassigning a node between two controllers.

hour. As a result, Figure 2(a) is the cumulative distribution
function (CDF) of the delays we measured. We can see that
the number of hops has a significant impact on the delay.
For example, the 4-hop communication has a severe delay of
about 150 milliseconds on average, which is almost one order
of magnitude higher than 1-hop or 2-hop connections.
Adaptation Costs. We conduct additional experiments to
explore the possible overheads of dynamically adapting the
controller placement and assignment policies. For the controller placement adaptation overheads, we place ONOS controllers at two of the devices, namely devices 1 and 3. Then, we
dynamically place a new ONOS instance at device 2, and join
it to the existing controller cluster. We note that this operation
of dynamically joining a new member in the controller cluster
is not supported by the existing open-source ONOS code.
Hence, we need to extend the code to enable such operation.
The new controller needs to exchange control messages with
the two existing controllers to notify them and fetch network
state information from them. We record the traffic exchanged
between the new controller and its two peers since it joins the
cluster. Figure 2(b) indicates that the synchronization process
takes around 8 seconds, exchanging messages with a large
overhead of several Mbps. Apparently, the time consumed and
the burden on bandwidth for updating the controller cluster
are significant costs, they will likely cause temporary service
interruption, and therefore cannot be ignored.
We note that the placed controllers take different roles
according to the OpenFlow protocol. For each data plane
device, only one of the controllers has a Master role, i.e.,
gets full access to it. In addition to adapting the placement
of controllers, the system may also decide to adapt the
assignment of one or more data plane devices to controllers,
i.e., hand over the Mastership for a device to another controller.
It is therefore important to understand the overheads of such
operation. To this end, we consider again the scenario of two
controllers placed at devices 1 and 3 and dynamically reassign
data plane device 2 between the two controllers. Once the
reassignment starts, one controller sends a message to forfeit
the mastership, and the other one sends a message to acquire
it. Only when both of the messages are received and replied

the controllers as well as the data plane device can make sure
that the reassignment process is finished. Measurements show
that although the controllers eventually synchronize with each
other, these two messages do not always reach the data plane
node at the same time. This delay gap can be regarded as the
cost of reassignment. Figure 2(c) shows the CDF of the delay
gaps over 100 measurements.
Main Takeaways. The management delay heavily depends
on the number of hops between the controller and the data
plane node (up to 150 milliseconds for 4 hops). Adapting the
placement of controllers and the assignment of data plane
nodes takes time (up to 8 seconds for placing a new controller)
which may cause service interruption, and induces significant bandwidth overheads for exchanging synchronization
messages.
III. H YBRID SDN A RCHITECTURE
The experimentation results of the previous section motivate
the use of a hybrid SDN architecture to alleviate the reliability
limitations and risks of service interruption inherent to the
centralized SDN controllers. In this section, we describe such
an architecture in detail.
An illustrative example of the proposed architecture design
is provided in Figure 3. This architecture is hybrid as it
combines both centralized operations at the SDN controller
(the server deployed in the infrastructure network side) and
distributed non-SDN operations at the data plane nodes (the
smartphones, drones, vehicles and other mobile devices in
the ad hoc network side). We note that SDN controllers can
be also placed in the ad hoc side of the network as shown
by our experimentation analysis in Section II. The proposed
architecture is independent of the exact controller placement
strategy used. There are three key stages in the routing process:
i) the collection of network state information by the SDN
controller, ii) the computation and announcement of segment
label lists to the data plane nodes and iii) the distributed
routing decisions made by data plane nodes running a legacy
(non-SDN) protocol (e.g., OLSR). The details of each stage
are given below.

ii) Computation and announcement of segment labels.
Having collected the state changes from the data plane nodes,
the SDN controller is able to construct the state of the entire
network. This will be used to compute in a centralized manner
the lists of segment labels. Specifically, for each pair of a
source node i and a destination node j, the segment label
list is a sequence of nodes the traffic should traverse during
its transport. In the extreme case, this list contains only the
destination node j in which case the controller has no impact
on the routing path. In general, however, this list can be
augmented with additional nodes that can act as temporary
destinations for the traffic.
For example, in Figure 3, the controller has computed a
segment list of nodes m, k and j for the communication
pair i,j. This indicates that the traffic should be first routed
from i to m, then from m to k and finally from k to i. This
is particularly important since the nodes in the list can be
selected such as the traffic traverses middleboxes or avoids
being routed through congested regions of the network. Such
service enforcement and traffic engineering capabilities are not
supported by the current legacy (non-SDN) routing protocols
which are typically shortest path based.
The SDN controller will have to announce the segment list
to the data plane nodes. There are two alternative ways to
perform the announcement. The first way is to send the list
only to the source node (i in the example) and request from it
to add the segment list labels to the IP header of the packets
destined to j. Then, the next nodes in the list (m and k in the
example) will have to pop the top label so as the temporary
destination becomes the node after it. The main drawback of
this way (which is also a drawback of the segment routing
technique) is the overhead in the packet header. The second
way is to send the list to all the nodes participating in that list
so that each node is aware of the temporary destination it has
to route the traffic. This essentially trades the packet header
overhead with the traffic overhead of label list dissemination.
iii) Distributed routing. To perform the actual packet
forwarding, the data plane nodes employ legacy (non-SDN)
distributed routing protocols. These protocols are responsible
for discovering and establishing routing paths between the
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Illustration of the proposed hybrid SDN architecture.

nodes appearing sequentially in the same segment list. For
example, the OLSR or AODV protocols can be employed.
To achieve routing path discovery, these protocols typically
rely on topology information flooding processes that can
be optimized and have been proven to be quite robust and
adaptive to network changes. Each time the SDN controller
sends a new announcement to the data plane nodes, the latter
will update their segment lists so that the new temporary
destinations will be fed to the distributed routing protocol and
the packet forwarding decisions will be updated accordingly.
IV. O PEN I SSUES
In this section, we discuss some open issues and specific
technical problems that, if addressed, can boost the benefits
of the proposed architecture. Three of the most critical issues
are discussed below.
i) Network optimization. The proposed hybrid architecture
provides a flexible set of capabilities for traffic engineering
and midllebox/service enforcement with granular control that
are not supported by the current MANET protocols. These
capabilities can be used to achieve several network objectives
such as congestion minimization, end-to-end delay minimization, energy consumption minimization and maximization of
the traffic steered through chains of services (e.g., firewall,
deep packet inspection and video encoding). To achieve the
above objectives, however, we need to define and solve new
network optimization problems that model the relationship
between the set of segment label lists and the routing paths
that can be selected by the MANET protocol and compute
the best segments accordingly. To this end, we can build upon
and extend existing models and results in the segment routing
literature (e.g., [15]) and tailor them to the distinct features
of the MANET environment (e.g., mobility and dynamicity
in the network, routing path discovery and selection decisions
made by the MANET protocol, etc.).
ii) Overheads of hybrid SDN control. In order for the
proposed architecture to work it runs two control planes simul-

taneously; the centralized SDN and the distributed MANET.
Running two control planes instead of one, however, will unavoidably increase, and may even double, the traffic overheads
associated with the collection of network state information
and the configuration of routing paths. While some of the
above traffic can be shared among the two control planes,
provided that appropriate synchronization and routing of control messages are possible, the problem persists especially in
resource-constrained ad hoc networks with low-capacity and
in-band control channels. Another option is to dynamically
tune the operation of the two control planes so that less
traffic is consumed when the network is stable and therefore
updating the segments by the SDN controller is less urgent.
How to decide when the SDN controller should collect the
network state information and update the segments is not
straightforward. To answer this, we may benefit from online
learning techniques, similar to [16], that can predict network
dynamics and adapt traffic overheads accordingly.
iii) Coalition operations. An additional requirement that
arose recently for MANETs is the increasing need to support
coalition operations. This latter term describes communication
between networks that belong to different organizations and
administrative domains. In a tactical MANET, for example,
communication between teams of soldiers (or, other actors in
the tactical field) that belong to different command centers or
even different nations is needed to circulate information such
as mission data [17].
The proposed hybrid architecture can be used to support
coalition operations among MANETs. However, we need to
first address a number of issues. First, different domains
may use different technologies. Some of the domains may
have upgraded to SDN (and thus be centrally managed by
SDN controllers) whereas others not. This creates a highly
heterogeneous network environment where interoperability is
a key concern. Second, to meet confidentiality objectives,
the SDN controller of one domain may not be aware of the
exact topology information in the other domains. Instead, the
controller may only maintain an abstract view of it (e.g., endto-end connectivity rather than exact topology). Therefore, it is
unclear how to compute the segments to realize a multi-domain
end-to-end path. An idea is to use an hierarchical control
plane architecture where a “parent” controller computes the
multi-domain path based on the segments received by “child”
controllers [18]. However, all the participating domains will
have to agree on a trusted entity to play the role of the parent
controller.
V. C ONCLUSION
In this paper, we studied the application of SDN technology to support communication and service requirements in
MANETs. We showed the feasibility of such SDN-enabled
MANET systems through a testbed built from commercial
mobile devices. To alleviate the reliability limitations that are
inherent to centralized SDN controllers, we proposed a hybrid
SDN architecture which borrows ideas from the segment
routing technique and employs existing MANET protocols to

enable routing path discovery and establishment. Open issues
and technical challenges related to the proposed architecture
were discussed which can be rich areas for future work.
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