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Abstract—A key challenge in performing analytics in distributed environments is to automatically compose services to
dynamically match operational tasks to information requirements, accounting for impact, in a many-to-many temporally
and spatially complicated and complex situations. In dynamic
and agile environments, such as coalition environments, the state
of the network and resources cannot be completely known in
advance nor controlled due to the evolving nature of the network
and constraints that may preclude partners from accessing
complete state information about different parts of the system.
In addition, there may be requests made to the system that have
not been made before, requiring services to be created on the
fly. Motivated by these observations, in this paper, we present a
critical analysis of gaps in the state-of-the-art and our vision
to address those through novel theoretical contributions. We
envision that such formalized and theorized fundamentals will
enable service elements to automatically configure themselves to
perform analytic tasks based on user specified goals by taking
account of context—be it system or user context.

I. I NTRODUCTION
A key challenge when seeking to efficiently and effectively
perform analytics in resource-constrained distributed environments supporting temporally and spatially dynamic missions—
such as occur in military and other first responder situations—
is the ability to automatically compose complex services to
dynamically match operational tasks to information resources,
accounting for impact, in a many-to-many temporally and
spatially complicated and complex situations. This requires
the ability to understand the context of all the users of
the information system, and take appropriate account when
assigning—and re-assigning—resources to tasks. To provide
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such, a user context aware system requires the addressing of
three critical research gaps:
1) deriving service compositions from the intent of generalist users;
2) conducting dynamic and distributed orchestration of the
latent analytic capability across a resource-constrained,
dynamic and distributed information infrastructure; and
3) understanding the criticality of the service to meeting the
task’s—hence the mission’s—objectives and goals.
The resulting system then would be able to provide a birdseye-view of the operating environment—especially in distributed coalition environments—by combining insights generated from multiple heterogeneous sources using coalitionwide shared services. Currently, much of this analysis is
pre-planned with the data required to perform the analyses
being collected from a variety of sensors and sources and
processed in predefined stove-piped systems with the results
being disseminated to the users.
To provide greater flexibility, micro-service architectures in
which new applications are created from available component
services [1], [2] are being more widely adopted. While microservices provide greater flexibility, micro-service composition
techniques face significant challenges when they need to be
combined into complex services [3], [4]. The problem is
exacerbated in the coalition context due to a variety of reasons:
(1) services are distributed and typically poorly annotated, thus
making meaningful compositions impractical—if not impossible; (2) requirements—i.e., user intentions—vary depending
on the context, thus interpretation is hard; (3) requirements
evolve over space and time, thus latent analytic capabilities
keep propping up; and (4) assessment of criticality—and
impact—of services to requirements is made difficult as the
environment is dynamic—i.e., services and requirements are
migrating through space and time, thus having varying utility
in a given snapshot of time.
Motivated by the above observations, in this paper, we
present our vision to realise a system which can adapt to the

varying requirements in the coalition operating environment
such that it can autonomously compose services, especially
from micro-services, while taking into account the impact and
the utility of the composition—and the resulting assignments.
The rest of the paper is structured as follows: in Section II
we motivate our work through an illustrative scenario. In
Section III we provide a high-level architecture of our system
and discussed its desired features in Section IV. We then
conclude the paper in Section V by discussing the work done
to date to realise this vision and by sketching current research
directions.
II. I LLUSTRATIVE S CENARIO
Let us assume that a mission is taking place in an urban
environment to monitor the movement of a high value target:
part of the mission is a task to localized the target. The
target is in a specific vehicle and monitoring the movement
involves closed-circuit television (CCTV) systems, infrared
sensors, acoustic identifies, location services, and social media
posts. Here we assume a system wherein specific models for
detection, identification, and distinction can be uploaded to
devices so that information processing services could generate
insights that are relevant and meaningful for the mission
in progress. We now assume that the high value target has
reached an underground car park, thus resulting in having to
monitor vehicles as well as humans so that the target is not
missed. Figure 1 depicts the object detection with specialized
image classification models.

In the next section, we present the high-level architecture
of this envisioned system, especially with respect to a braininspired model.
III. H IGH - LEVEL ARCHITECTURE
Our goal for the system is to determine the best analytic
services to meet requests, and then to allocate those services
to the outstanding requests; for services, we consider both
data and logic to perform analytic functions associated with
distributed coalition settings. Specifically, we use a braininspired model—i.e., a model where local data and processing
services are co-located—to model services found in coalition
environments. The intuition here is that the human brain
seamlessly process localised data to create local insights and
combine in a way that makes global inference possible [5]:
similarly, if we consider services in a coalition environment
as parts of a brain that generates local insights, combining
them in a meaningful manner may provide insights about
the evolving situation in the coalition environment. Figure 2
depicts our grand vision for the system.

Fig. 2. Self organising services in dynamic distributed environments.
Fig. 1. Object detection with specialized image classification models.

As soon as the target vehicle moves into the underground
car park, video and acoustic analysis get created by combining
with location and predictive services for real-time surveillance.
This situation demonstrate some specific requirements for a
system as the one we mentioned in Section I–i.e., (1) the analytic has to be created and performed in real-time as the system
with the car park was never configured to perform this task in
the first place; (2) supports user intent matching to services so
that it will autonomously solve the problem of which models
and processing services are needed to best extract information
requested; (3) impact and the utility of service creation needs
to be considered as it involves intensive use of compute and
communication resources; and (4) multiple data services (e.g.,
videos, trained models) and processing services (detection,
localization, tracking) need to come together in a seamless
manner to achieve the objectives of the task, thus the goal of
the mission.

We consider a coalition operating environment which consists of many information providing sources—e.g., soldiers
with connected gear, manned and unmanned vehicles, mobiles
and wearable devices, and internet connected sources which
may be relevant to the task at hand. We envision that these
sources observe, gather, and create knowledge about their
environment by means of processing services associated with
them and expose the local knowledge by means of micro- and
complex- services; Si j in Figure 2 depicts such services. These
services then come together to create more global insights
through services such as FoBi and even more insights through
services such as C2.
Once the services are up and running, we provide novel
querying capabilities through the system as shown in Figure 2.
Given a query, we determine the closest match to analytic
processing and data available in the system; the result will be
a set of possible solutions, and an achieved utility based on
the request and the closeness of match with the solutions. We
then consider the potential strategies employed by the service

requesters as they may report their utility strategically, and
we provide assignment mechanisms that are robust to such
strategies.
We also consider that requests may be satisfied by more than
one resource in some cases, and that in other cases there may
be no perfect match between possible services and requests,
thus yielding to the need for best partial matches with respect
to mission context, especially in mission-critical situations.
We also consider that resources are constrained physically
(e.g., energy, bandwidth) and logically (e.g., user intentions,
policy prohibition, and so forth) having varying utility in
dynamic coalition context, thus making it impractical—if not
impossible—to satisfy every request. To address such we
aim to deploy general matchmaking and resource allocation
algorithms with respect to the perceived utility of services.
Last but not least, the system explicitly considers a coalition
environment in which some services may be shared, and
partners may not fully or honestly disclose the utility of their
missions.
In the next section, we discuss some desired features of this
architecture in detail.
IV. D ESIRED F EATURES FOR S ELF - ORGANISATION
In order to create a system in which services are selforganising, the system needs to provide means to service
modules such that they are self-describing, and that can
self-discover and self-assemble to meet the required goals
while adhering to the constraints of the coalition. Such
an approach would enable the system to discover data-toservices and services-to-services relationships so that effective
service negotiation is made possible in disconnected, dynamic environments. To achieve this goal of self-description,
we propose to investigate techniques to automatically learn
concepts/properties of different domains, create and extend
representations with respect to new knowledge, and have
mechanisms to dynamically expand knowledge bases with new
information.
A. Self-describing Analytics
Existing techniques in self-description, discovery, and assembly require service providers and consumers to agree on a
set of definitions that describe the service and how to consume
them—i.e., application programmers must manually compose
these descriptions and actively publish them for consumers [6],
[7]. We propose to examine ways to automate this process by boosting existing descriptions through observational
characterization. In order to characterize services we will
look at feature-extraction techniques that extract characteristic
behaviours from passively collected traces of communication
channels between service consumers and services. For example, we can collect time-series data from communication
channels between cooperating entities, feed these into a neural
network, extract the feature-vector from the hidden layers,
and feed these to a clustering algorithm [8]. Furthermore,
to characterize local data—especially at the edge—one can
explore more efficient techniques for latent process modelling

and change-point detection in time-series data. The former can
generate topic labels that are used to summarize data sets so
that matching can take place efficiently, and the latter can
approximate a probabilistic mixture model that can be used
to compare service behaviours.
We also note that in a coalition setting, individual service
meta-data, descriptions, logging will not follow pre-set syntax
nor semantics. Thus, we need to describe individual services in
a format that will allow us to learn from historical usage data,
and dynamically compose new services. The format should
allow computing distances between services, that reflect their
semantic similarity. We propose to represent service by a
vector which can be learned over time to capture its semantics.
For instance, word2vec [9] is an example that allows learning
semantic vectors to represent words : node2vec [10] is a
scheme that captures the locality and neighbourhood information of a node within a graph. This is analogous to our system
requirements—i.e., learn vector representation of services to
build complex services via vector compositions. To do so,
we not only need to capture the functionality of the service,
but also the (1) workflow graph (may have loops, self-loops);
(2) composability of services; (3) security, policy restrictions
from coalition partners; and (4) cost of invoking the service,
thus requiring a scheme that goes much beyond known vector
learning algorithms.
Once the vector representations for services are learnt,
creating composition will come down to learning sequences
of operations, which can be done effectively by developing
algorithms based on Recurrent Neural Networks (RNNs) [11].
However, typical RNN problems do not consider branching
issues but in complex service compositions, there might be
several branches that may or may not merge in the future.
Determining the most efficient methods for handling branching
and merging, and how to automatically learn semantic representations of such complex services an emerging challenge to
be addressed for a system like ours.
B. Semantically-aware Analytic Matchmaking
In prior work, there is extensive work on matching sensors of various types to competing missions with different
requirements [12]. Specifically, we used semantic reasoning
to match assets to requests [13], developed utility functions
to capture the fit of sensor assignments to missions [14], and
dealt with budgets [15], [16]. There are two main differences
with the proposed work here when compared to the previously
mentioned work. Firstly, the aforementioned work focuses on
sensors and missions in a sensor network and thus relies
on physical devices and locations, whereas in this work we
are looking at a high level of abstraction that deals with
information distilled from information resources processing in
a network. Thus, we are not assigning a single, or multiple,
distinct physical devices to detect known phenomena based
on their location, but are instead (1) determining if processing
services and data exist that can be used together to answer a
query; and (2) determining the closeness of the information
that we distil to the original request. There are two entities

that need to be matched (processing services and data), and
the compatibility of the data and processing service must also
be matched.
Secondly, the semantic matchmaking work in previous
research only considered complete matches—though partial
matches were considered w.r.t. individual resources, they were
bundled together as resource packages to fully cater for the
needs of requests—for resource requests w.r.t. to a predefined
ontology. However, in coalitions analytic domain, we envision
that partial matches will have to be considered, especially w.r.t.
the utility provided by them, even when composite services
are put together to satisfy requests. This is because parties
involved in a coalition may compute the completeness—or
value of the information—provided by analytic very differently; also, the parties involved in the coalition will naturally
temper the analytic and the information coming from them
w.r.t. the perceived provenance and trust matrices.
Therefore, in this system, we aim to use such properties
to develop contextual ranking mechanisms for analytic, especially when there are multiple matches—full or partial—
to a request. Additionally, we perceive an ontology—or the
domain model—associated with the matchmaking work to be
an agile representation—i.e., we will consider means in which
the ontology is expanded based on the selections made by
the analytic users through techniques such as reinforcement
learning and active learning mechanisms. The first has already
been applied in centralized service repository research but we
aim to investigate techniques on doing so when the analytic are
deployed in distributed coalition environments where systems
do not possess a birds-eye-view of the analytic space. Active
learning techniques will enable our mechanisms, e.g., to have
a conversation with human experts, especially when there are
unknown situations, thus enhancing the future experiences
of the matchmaking algorithms. Thus, these techniques will
enable us to introduce the instincts human experts bring into
the resource and request matching to algorithmic space too.
C. User-intent Driven Intuitive Service Composition
Command staff, at all levels of command1 , will receive
orders from higher command, conduct an estimate of the
situation2 , create a plan3 and issue orders (which will usually
include a graphical representation of the scheme of manoeuvre
and a synchronisation matrix (about timing of activities)).
Thus, it can be envisaged that the activities associated with creating the plan, orders, scheme of manoeuvre etc could result in
the creation of user-intent driven service compositions. These
might include such things as (1) Activity in Area of Interest
detection, classification and alerting service; (2) Enemy course
of action prediction service; and (3) Readiness and availability
of communications/logistics given Blue course of action.
1 This breaks down at below Company level; as the company is the lowest
level of a military organisation with a dedicated headquarters (which is only
2-5 people).
2 The ‘seven questions’ in current UK doctrine; the exact method may vary
by country.
3 The commander will review the plan.

These would, in turn, need to be composed of more basic
services such as those within the Warfighters Information
Services framework [17] such as (1) Object tracking service;
and (2) Own force location service. Each of which would
in turn spawn a need for communication, data and analytics
services; these would be composed from the available microservices4 .

Fig. 3. Accounting for Impact on the Mission: Understanding the criticality
of the service to meeting the mission/task goals/objectives

As noted above, another key challenge is how to manage the
priority of the different service requests; and how to make this
be based upon ‘user-intent’ and the criticality of the service
to meeting the mission/task goals/objectives.
Ethnographic study Understanding Commanders Information Needs [18] has identified that commanders use full
staff briefings to ensure the staff understands which items of
information are of potential significance and time sensitive
(i.e. which need to be brought urgently to the commanders
and wider staff attention, and which can wait till the next
scheduled brief). Empirical studies by Moffat et. al [19] and
Medhurst et. al [20], [21] have shown that is it possible to use
decision-games to develop a probabilistic model of the value
of different categories of information to the decisions made.
D. Strategy-aware Resource Allocation
An overbearing assumption in state-of-the-art resource allocation algorithms is that they assume service requesters
truthfully report their requirements and mission utilities, even
if this means their analytic tasks are delayed or rejected. This
is unrealistic in a coalition environment, where requesters are
drawn from across many different coalition partners; although
they share the same broad objectives, requesters also pursue
the interests of their own internal group. Thus, they should
be treated as self-interested agents that may behave strategically (e.g., by misreporting analytics priorities or constraints);
additionally, different coalition partners may view requests as
having different utility, thus adjusting their responses.
To address this key shortcoming, we plan to use techniques
from the field of mechanism design [22], which provides tools
4 If they could not be provisioned then the system would automatically
provide feedback up to the ability to provide the ’user-intent driven’ services.

for incentivising agents to truthfully report their utilities. While
there is existing work that has applied mechanism design
to resource scheduling [23], [24], it does not deal with the
challenges inherent in coalition environments, including the
high dynamism of analytics tasks, rapidly changing network
compositions and demand, and balancing coalition objectives
with the limited view of self-interested task requesters. Specifically, the system will enable following capabilities through
the new science of mechanism design in coalition settings:
(1) We will develop online mechanisms for resource allocation
in coalitions—i.e., we will develop new mechanisms that do
not know in advance what tasks will be submitted and need to
make scheduling decisions immediately as new tasks arrive;
(2) We will investigate adaptive learning mechanisms for resource allocation in coalitions—i.e., we will consider realistic
coalition operations where accurate statistical knowledge of
demands (as assumed by existing work10, ) is not known
in advance and where conditions change rapidly over time.
Thus, there is a need for allocation mechanisms to learn
from and adapt to the prevailing situation; and (3) We will
also balance global mission objectives with local interests—
i.e., mechanisms typically aim to maximise the social welfare
within a system. However, this may not always be appropriate
as for example the coalition may sometimes wish to prioritise
the tasks of particular agents (e.g., if those are involved in a
critical or a very time-sensitive mission).
Additionally, some requesters may have a poorly calibrated
view of their own requirements, which could lead to their tasks
being allocated incorrectly. To address this, our system will
look at global control mechanisms that can calibrate and adjust
task priorities between competing agents.
E. Real-time Service Allocation
One of the challenges in service allocation, especially in
the coalition context, is that they cannot be solved in an
offline manner since the demand for resources is not known
a priori. As a result, most service assignment algorithms are
heuristics-based and cannot maximize using the current-stateof-the system. A notable exception, however, is the case of
the max-weight scheduling algorithm [25] (with variants for
data analytics [26]), which can maximize the use of resources
in a system without statistical knowledge of the analytics
arrival processes. However, optimality comes at the price of an
exponential increase of the delay. This issue is critical in many
systems, but in particular when delay sensitive applications
compete for resources with throughput-intensive applications
that are also delay tolerant. As a result, system utilization is
usually sacrificed (i.e., over provisioning) in order to obtain a
good delay performance.
The importance of providing services with low delay is
widely acknowledged by both industry and academy, and has
received a lot of attention in recent years [27], [28], [29], [30].
For instance, in [15], authors show that low delay variability is
crucial for providing many of their analytics—including web
search and augmented reality—and identifies causes of the
delay in their systems. These include multiple flows competing

for computation and communication resources , and the use
of multiple queueing layers interconnecting resources. The
approaches in [16,17] take the delay issue to the extreme,
and propose heuristic algorithms that work without queues,
thus enhancing the performance in terms of delay; however,
in such work, the system utilization attributes are not clear
w.r.t. resources.
In view of all this, we believe it is essential to establish the
mathematical foundations that allow us to maximize the use
of resource while providing low delay to real-time analytics.
The technical approach we will follow consists of combining
stochastic optimization techniques from control theory (maxweight [1]) with deterministic interior-point [9] algorithms in
convex optimization. These two approaches are in marked
contrast to each other: while max-weight algorithms make
decisions in an online manner and create congestion, interiorpoint methods produce no congestion but they can only be
implemented in an offline manner. Hence, they cannot be used
in real system. Our goal is to bring the knowledge of maxweight algorithms to interior-point methods, and design a new
class of algorithms—which we call approximate interior-point
methods—that can handle stochasticity, are resilient to system
perturbations, and are able to provide low-delay.
F. Dynamic and distributed orchestration
Last but not least, am import feature of the system is to be
able to allow the dynamic and distributed orchestration of the
latent analytic capability available across the infrastructure.
The lack of any centralised awareness of the state of the
information system means that individual service components
need to be able to decide to join a service pipeline and
that such distributed self-forming service pipelines must not
become co-mingled by mistake.
V. C ONCLUSION
In this paper, we have provided a critical analysis of
the challenges when performing analytics in distributed environments, especially on automatically composing complex
services to dynamically match operational tasks to information
resources, accounting for impact, in a many-to-many temporally and spatially complicated and complex situations. A
potential system to address these challenges are proposed and
potential techniques are identified to address those challenges.
Currently, we conducting our research in multiple strands to
achieve this common vision. Specifically, we are investigating
on (1) mechanisms to derive service compositions from the
intent of generalist users; (2) strategies to conduct dynamic and
distributed orchestration of the latent analytic capability across
a resource-constrained, dynamic and distributed information
infrastructure; and (3) means to understand the criticality of the
service to meeting the task’s—hence the mission’s—objectives
and goals. In the near-to-mid future, we plan to publish our
systematic finds, simulated and real-world evaluation results
specific to the components of the system in reputed venues.
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