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Abstract—In software-defined networking (SDN) paradigm,
where the control and data plane are separated, the scalability
of the SDN controller in the control plane is critical and can
affect the overall network performance significantly. To improve
controller scalability, efforts have been put into enhancing the
capability of SDN switches in the data plane, to make them
more autonomous in providing routine services without consulting the controller. In this regard, we investigate the service
placement problem on SDN switches aiming at minimizing
the average accumulated service costs for end users. To solve
this problem, we propose a novel reinforcement-learning-based
algorithm with guaranteed performance and convergence rate,
called Q-placement. Comparing to traditional optimization techniques, Q-placement exhibits many appealing features, such as
performance-tuneable optimization and off-the-shelf implementation. Extensive evaluations show that Q-placement consistently
outperforms benchmarks and other state-of-the-art algorithms
in both synthetic and real networks. Moreover, these evaluations
reveal insights into how the network topological properties (e.g.,
density), servicing capacities, and controller’s roles affect the accumulated service costs, which is useful in service planning tasks.

I. I NTRODUCTION
Software-Defined Networking (SDN) [1] [2] [3] [4], an
emerging networking architecture, significantly improves
the network performance due to its programmable network
management, easy reconfiguration, and on-demand resource
allocation, which has therefore attracted considerable research
interests. One key attribute that differentiates SDN from
classic networks is the separation of the SDN’s data and
control plane. Specifically, in SDN, all control functionalities
are implemented and abstracted in the SDN controller, which
sits in the control plane, for operational decision making, while
the data plane, consisting of SDN switches, only passively
executes the instructions received from the control plane.
Since the centralized SDN controller has full knowledge of the
network status, it is able to make the global optimal decision.
Yet, such centralized control suffers from major scalability
issues. In particular, as a network grows, the number of service
requests and operational constraints are likely to increase
exponentially. Such high computation and communication
requirements may impose substantial burden on the SDN
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controller, thus potentially resulting in significant performance
degradation (e.g., delays) or even network failures.
To tackle this scalability issue, efforts have been put into
reducing unnecessary SDN controller involvements in situations where switches are good enough for handling user
requests. In this way, the controller can focus on important
decision-making tasks that require high-level abstractions and
centralized network-wide views. As such, SDN switches may
take over most routine tasks and operations that require only
local information. For example, Kandoo [5] is proposed to
enable two types of applications to coexist, i.e., locally scoped
applications and those require network-wide states. Moreover,
there are also proposals [6] [7] suggesting that SDN switches
should be equipped with general purpose CPUs to allow for
greater flexibility and on-switch processing.
In this regard, we generalize different functionalities provided by SDN switches as services, each of which may associate with communication, computation and/or storage costs.
We study the problem of placing these services in the network
so as to minimize the accumulated service costs. Depending
on the availability of resources of the SDN controller, it may
decide, to what extent, it wishes to provide services to SDN
switches, if such services are not installed on the switch. On
the other hand, switches work in a cooperative way, i.e., a
switch can find and use services installed on other switches.
To this end, we propose Q-placement, a reinforcementlearning-based algorithm with performance and convergence
rate guarantees, to optimally decide where to place the services
in an iterative manner. Comparing to traditional approaches,
our method exhibits significant advantages. First, we do not
have any specific assumptions or requirements on the network
or the services considered. In contrast, traditional approaches
generally impose restrictions, mostly on the network (e.g.,
network structures and size) or on services (e.g., service
capacity and demand), so as to simplify the algorithm
development task. Second, the decision-making process
of Q-placement is on-demand and pay-as-you-go. Unlike
traditional optimization algorithms with fixed optimization
levels, Q-placement lets one decide the optimization level.
This is achieved by tuning the number of iterations the
algorithm runs. It is a desirable feature because the controller
has the ability to decide exactly how much computation power
it commits in order to achieve certain performance level.
This flexibility is important especially in situations where the
controller is overloaded. Third, the Q-placement algorithm is

fully compatible with the SDN architecture, i.e., the existing
SDN infrastructure and protocol suite are off-the-shelf for its
implementation. In fact, the Q-placement algorithm itself can
be regarded as an application running on the SDN controller.
All information needed by Q-placement are collected during
routine network status updates between controller and
switches through southbound interface (e.g., OpenFlow [8]).
These appealing features make Q-placement suitable to our
service placement problem in the SDN environment.
To validate the performance of Q-placement, we run a series
of simulations extensively to compare the performance of Qplacement with other state-of-the-art algorithms. The network
topologies used are built using both real and synthetic datasets.
We also tune parameters related to network topologies and
service patterns to explore different factors that may impact Qplacement’s performance. The evaluation results demonstrate
that Q-placement consistently performs the best among all
algorithms tested in all scenarios.
The rest of the paper is organized as follows. We describe
how the system works in Section II. Section III formally
formulates the problem. Section IV describes the details of
Q-placement. Section V presents the performance evaluation
results. Finally, we review related work in Section VI and
conclude the paper in Section VII.
II. S YSTEM D ESCRIPTION
Naturally, the SDN controller and the SDN switch are
the most essential infrastructures in the service placement
problem. Users are directly connected to the switches where
they can submit requests for services. The switches are connected according to certain network topology, and switches
are logically connected to the controller. The SDN controller
acts as an information gatherer and decision maker, whereas
the switches are servers that work cooperatively to serve the
users and collect network status information. The controller
decides and installs the services that the switches provide.
The service placement decisions are made by the controller
according to the given control objective. The responsibilities of
the controller and the switches are described in details below.
A. SDN Controller
As an information gatherer, the controller has the global
view of the network. The topology information is reflected as
the stored routes and their associated costs in the routing information table. Furthermore, the controller knows the profiles of
all switches in the network, such as service capacity and the
connection speed of different interfaces. The controller also
keeps track of the demands for services at each switch. This
data is collected at switches and submitted to the controller
during routine update process. As a decision maker, the
controller makes use of the information collected and runs
algorithms to make service placement decisions according to
certain control objectives. The decision-making algorithms are
essentially high-level applications offered by the SDN controller, which is programmable by the network administrator.
B. SDN Switch
The switches are responsible for assisting the controller in
collecting relevant information. Second, each switch provides

services to the users connecting to it. The term “service”
generalizes a range of network functionalities that might
be carried out by different physical network equipment in
traditional network paradigm (e.g., the admission control
function of the wireless access point or the routing function of
routers). In order to clearly identify how a requested service is
provided, the switches have to maintain an information base
called service availability table, which indicates where a requested service can be found, either from current switch, from
another switch, or from the SDN controller. The controller,
on the other hand, installs service fetching rules on switches.
C. System
The system works as follows. First, the controller builds the
network view and estimates the requirement for services based
on the data collected by the switches. Then, the controller
runs algorithms to determine the service placement arrangements and service fetching rules for switches. These service
placement decisions remain valid until either the network view
or the requirement for service changes. The controller learns
about changes during routine update process with the switches,
and replaces some of the services accordingly if needed.
III. P ROBLEM F ORMULATION
A. Network Model
We formulate the SDN network in the data plane as an
undirected graph of n vertices, where each vertex represents
an SDN switch. These n vertices are connected via undirected
links. The network topology is denoted by graph G = (V, E)
(V /E: set of vertices/edges in G, |V | = n). Without loss of
generality, we assume that G is a connected graph without any
isolated vertices. The SDN controller logically sits on top of G
and can reach every node within the network.1 Such network
model is generic in that unlike [10] [11], we do not impose
any structural restrictions on network topologies.
B. Service Costs and Link Weights
We associate weights to links to capture the corresponding
access cost of services. Specifically, let U ∈ Rn×n be the
symmetric adjacency matrix of the graph representing the
switch network, where entry uij ∈ U denotes the service
access weight between vertex vi and vertex vj . In addition,
vector C ∈ Rn×1 contains the service access weights between
the SDN controller and switches, with entry ci denoting the
service access weight between the controller and switch i.
Providing a service may consist of computation, storage and
communication (access) costs. The controller leverages service
access weights to reflect these costs. For example, if the controller deems that a switch is low in computation capacity, it
may associate high service access weight to all links connected
to this switch, in order to discourage other switches from
submitting service requests to it. Therefore, service access
weights are used to represent the service costs. In fact, this is
a widely used technique in many real-world networks [12]. In
1 The controller controls switches in in-band or out-of-band manners. Inband control means that control traffic is communicated between the controller
and switches using existing data plane links, whereas out-of-band control
means that the controller has dedicated direct control links to switches [9].

general, the service costs between the controller and switches
are greater than the service costs between switches. This is to
penalize unnecessary communication/computation overheads
added to the controller, which could cause scalability issues.
In practice, this implies that the controller, although with
significantly more capabilities, does not wish to handle routine
services that could be dealt with by switches. Thus, we call C
the penalty cost vector. In this sense, the penalty cost vector
reflects the level of controller’s willingness to provide services.
Based on the above, we argue that all types of costs are captured by U and C, which simplifies the problem formulation.
C. Demand for Service
Apart from service costs, demand pattern for different
services at different switches is another crucial factor to be
considered when making service placement decisions. The
demand for service data is gathered by switches, which count
the number of requests received for different services during
a time interval. These demand statistics are communicated
to the controller via routine updates process. We use matrix
Λ ∈ Rn×m to denote the service demand at switches, where
m is the total number of different services provided. Then,
entry λij ∈ Λ represents the probability that switch i receives
request for service j.
D. Value of Service (VoS)
The goal of the service placement problem is to provide
services to all users in the SDN network with minimum costs
given accessing penalty between the controller and switches
(as specified by C). Therefore, we need to have a measure
of the usefulness of installed service that reflects this goal.
Formally, the service placement of all switches is denoted by
binary matrix P ∈ Rn×m , where entry pij indicates whether
service j is installed on switch i (pij = 1) or not (pij = 0).
Let Lpij be the set of switches that service j at node i serves
(for pij = 1), which we call beneficiary switches of service
j at node i. The set of beneficiary switches of a switch is
identified by the controller using the cost information from U
and C. The value of service (VoS) of service j installed on
switch i under the current service placement P, denoted by
ϑLpij , is defined as:
 P
if pij = 1,
k∈Lpij (ck − uik )λkj
ϑLpij =
0
if pij = 0.
It can be seen that the VoS is the sum of demand-discounted
difference of penalty costs and service costs of all beneficiary
switches of switch i w.r.t. the installed service j. Then, we
define the accumulated VoS (aVoS), which is the sum of VoS
of
installed on switches in the network, as aVoS:=
Pnall services
Pm
i=1
j=1 ϑLpij . For one service, the definition of VoS gives
higher rewards to scenarios where the penalty cost is high. This
is because the service cooperation among switches is encouraged when the controller sets high penalty costs to free itself.
E. Problem Formulation
To achieve the maximum aVoS, we formulate the service
placement problem as a Markov Decision Process (MDP), for
which we propose (in Section IV) an algorithm with performance guarantees. In particular, our MDP is characterized by
a 4-tuple (S, A, P, R), detailed as below:

•

•

•

•

S is the finite state space. In our problem, a state
corresponds to the decision of the removal of an
installed service. Specifically, sij ∈ S represents the
state where a decision that service j at switch i is
deleted. Recall that m is the total number of services
considered. Then, there are in total n × m possible states
in the service placement problem.
A is the finite action space. An action w.r.t. a state is
defined as installing a new service which is not available
at the current switch, to replace the removed service.
(w)
Specifically, action aij ∈ A means installing service
w at switch i when service j is removed. The number of
actions at each state is m−(κi −1), where κi is the maximum number of services that can be installed on switch i.
P is the state transition strategy, which is designed and
called the Greedy-Shifter in our formulation. The main
idea behind Greedy-Shifter is that the next state after
an action is primarily decided by VoSes of currently
installed services. Specifically, the state at the next time
instant (the decision of removing an installed service
at a switch) is decided, either by choosing the installed
service that has the least VoS, with probability 1 − δ;
or by choosing an installed service randomly, with
probability δ. The value of δ is close to 0.
R represents the immediate reward function associated
with state-action pairs, which we define as R(s, a),
where s ∈ S and a ∈ A. R(s, a) is calculated as
the difference in VoS before and after the service
replacement takes place. In particular, when service j
in switch i is replaced with service w, the immediate
reward function for this state-action pair, denoted as
(w)
(w)
R(sij , aij ), is R(sij , aij ) = ϑLpiw − ϑLpij .

At the start of the MDP, all switches are installed with
services to their full capacity. However, the initial placement
is random, thus unoptimized. The MDP enters a different
state after a state-action pair. Each state transition generates a
positive or negative reward. A positive/negative reward causes
an increase/decrease in aVoS. Eventually, we arrive at some
states of the MDP where the immediate reward function R
constantly fails to generate any positive rewards. The service
placement problem then reaches the State of Optimal Service
Placement (SOSP), since no further replacement of services
would cause an increase in aVoS. Therefore, the goal of the
formulated MDP is to find a sequence of state-action pairs
(policy) that eventually reaches SOSP, efficiently.
The optimal action at each state is defined as the action that
gives the maximum long-term reward, which is the discounted
sum of the expected immediate reward of all future state-action
pairs from the current state. The reward for the state-action
pair ∆t steps ahead of the current state is discounted by γ ∆t ,
where γ is called the discount factor and 0 < γ < 1. Here, γ
trades off the importance between the current and the future
reward. Therefore, starting from an initial state s0 , the problem
is formulated to maximize the long-term accumulated reward
expressed in the following Bellman equation by selecting a
∞
sequence of actions {at }t=0 :

X

∞
V (s0 ) = E
γ t R(st , at )|s0 ,

(1)

t=0

where st and at constitute the state-action pair at time t.
Discussions : For our problem, an alternative MDP formulation may define the state as the current service placements in
the switch network. However,
total number

Qnthe corresponding
of states can be as large as i=1 κmi , which grows exponentially in both n and m. In comparison, the number of states
in our formulation is only n × m, and thus grows linearly in
n or m. Therefore, our service-removal-based state definition
significantly reduces the size of state space, thus shortening
the running time of the algorithm.
IV. Q- PLACEMENT
The Q-placement algorithm is based on the classic modelfree reinforcement learning technique Q-learning [13], which
is used to find the optimal state-action policy for any MDP.
Q-learning is proved to be optimal under certain conditions.
The idea of Q-learning is that an agent can move from state to
state by taking certain actions. The agent attempts to maximize
its accumulated reward by applying different state-action pairs
and learn the optimal action at each state.
Q-placement uses the Q-function to estimate the quality of
a state-action combination:
S × A → R.
In particular, the optimal Q-function for a state-action pair in
Q-placement is defined as:
Q∗ (s, a) = E[R(s, a) + γ max
Q∗ (s0 , a0 )],
0
a ∈As0

(2)

where s0 and a0 is a state-action pair at the next time instant,
and As0 is the set of actions available at the next state s0 . All
learned values from the Q-function constitute the Q-matrix.
Based on the Q-matrix, we know that the optimal value of (1)
is V ∗ (s0 ) = maxa∈As0 Q∗ (s0 , a). At the start of the algorithm, the Q-matrix is initialized with all 0 entries. Therefore,
the agent’s Q-function, denoted as Q(s, a), can be substantially different from the optimal Q-function at the beginning,
due to the lack of experiences. However, the value iteration update of the Q-placement algorithm makes Q(s, a) → Q∗ (s, a)
when t → ∞. In particular, as the learning process proceeds,
the Q-matrix is updated using the following rule:
Q(s, a) = (1 − α)Q(s, a) + α[R(s, a) + γ max
Q(s0 , a0 )],
0
a ∈As0

(3)
where α (0 < α < 1) is the learning rate of Q-placement.
The procedures of the Q-placement algorithm is
summarized in Algorithm 1. An important element in
Algorithm 1 is the exploration policy. In simple terms, an
exploration policy tells the agent how to choose an action
given a state. At the beginning of Q-placement, the Q-matrix
is sparse. Nevertheless, the agent’s experiences build up over
time, as manifested by the growing number of non-zero
Q-values in Q-matrix. At each state, the agent decides the
action either by choosing randomly from all available actions
if there is no positive Q-value for any state-action pair, or by
certain strategy that exploits past experiences when positive
Q-value exists for some state-action pairs.

Specifically, for each state, Q-placement first identifies the
set of actions with positive Q-value (see line 8). If there is no
action with a positive Q-value, the agent chooses an action
randomly (see line 10). Otherwise, the agent decides how
to exploit those actions with positive Q-values using the greedy algorithm [14], which makes sure that the agent makes
sufficient explorations and offers rapid convergence rate (see
line 12). With -greedy exploration policy, given a state, the
agent chooses the action with the maximum Q-value with
probability 1−, and chooses a random action with probability
, where  is usually very small. As the name suggests, this
exploration policy is greedy in the sense that it tries, with high
probability, to exploit actions with high known rewards to take
advantage of the learned experiences.
As the Q-placement algorithm proceeds, all entries in Qmatrix eventually approach stable values. This happens when
the algorithm converges. In practice, this suggests that the
MDP enters SOSP, since no additional VoS would be brought
to the network by further service replacement. In fact, we are
able to tell how close the service placement is to the optimality
and how fast this is achieved, as stated below.
Optimality: One advantage of using Q-learning for solving
MDP is that there exists provable optimality guarantee. Specifically, it has been proved in [13] that the update rule (i.e.,
(3)) in Q-learning converges with probability 1 to the optimal
Q-function w.r.t. the Bellman equation, as long as all stateactions pairs are visited infinitely often. In the Q-placement
algorithm, the Greedy-Shifter policy ensures that all states
would be visited infinitely as time elapses. On the other hand,
-greedy exploration strategy is a justified exploration policy
that meets this optimality requirement as well. Therefore, we
have the assurance that Q-placement eventually converges and
the Bellman equation is maximized.
Rate of convergence: We now discuss the convergence rate
of the Q-placement algorithm. The authors in [15] proved that
only on the order of (N log(1/ξ)/ξ 2 )(log(N ) + log log(1/ξ))
iterations are sufficient for Q-learning to come with ξ of the
optimal policy, where N is the number of states of the MDP.
This guarantees that the Q-placement algorithm experiences a
rather rapid convergence to optimality.
V. P ERFORMANCE E VALUATIONS
A. Evaluation Settings
In this section, we present evaluation results of the performance of the Q-placement algorithm in various scenarios. In
different evaluation scenarios, we keep most parameters to the
default values but vary the following in the five scenarios considered: (1) average node degree of the network topology; (2)
upper bound of link weight distribution; (3) service capacity
of switches; (4) penalty cost vector; (5) the number of services
considered. Detailed parameter settings for different scenarios
are summarized in Table I.
We compare the performance of our Q-placement algorithm to some existing classic or state-of-the-art service/data
placement algorithms. Specifically, we use Least Recent Used
(LRU), Leave Copy Everywhere (LCE), and Hop-based Probabilistic Caching (HPC) algorithms as benchmarks. LRU is
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Fig. 1: Simulation results in different scenarios
TABLE I: Evaluation Scenarios

Algorithm 1: Q-placement

1
2
3
4
5
6
7
8
9
10

11
12
13
14
15
16
17

input : network topology G; initial service placement P0 ;
penalty cost vector C; service demand matrix D.
output: optimized service placement P.
Calculate VoS of all services given P0 (section III-D);
Determine the number of iterations T (time instants);
t = 0;
Initialize Q-matrix with all 0 entries;
while t ≤ T do
foreach time instant t do
Determine current state s according to Greedy-Shifter
strategy;
Construct set Ac = {a : a ∈ A, Q(s, a) > 0};
if Ac = ∅ then
Determine action a ∈ A by choosing a service w,
which is not yet installed on the current switch,
randomly, to replace the deleted service specified
by s;
else
Determine action a ∈ Ac according to -greedy
algorithm;
end
Update VoS of services affected by the replacement;
Update Q(s, a) according to (3);
end
end

a classic cache replacement algorithm widely used in webcaching applications. LCE is implemented as the default cache
coordination policy in many proposed Information CentricNetwork (ICN) architectures. HPC is one of many state-of-theart algorithms, which addresses data object placement problem
with exceptional performance.
Both real and synthetic datasets are used to generate switch
networks. For simulations involving varying network parameters, i.e., scenario (1) and (2), we use synthetic networks
generated by the Erdös-Rényi (ER) network model. For scenarios (3), (4), and (5), we use real datasets collected by the
Rocketfuel project [16].
We assume that every switch receives a request for service
at every time instant, i.e., all switches receive requests at the

Scenario
(1)
(2)
(3)
(4)
(5)

Varying parameter and their default value
avg. node degree ranges from 3 to 11 (default value: 4)
link weight distribution follows uniform distribution between 1 and the upper bound, with upper bound ranging
from 4 to 20 (default value: 10)
the number of services installed at each switch ranges
from 50 to 100 (default value: 50)
penalty cost ranges from 6 to 16 (default value: 10)
total number of services considered ranges from 100 to
200 (default value: 100)

same rate. The requests for different services at a switch are
generated according to the demand for service distribution
of that switch. The requested services are provided by any
one of the following, whichever incurs the minimum cost: the
switch receiving the request, other switches with the required
service, or the SDN controller. The costs for providing services
using the service placement arrangements by LRU, LCE, HPC,
and Q-placement are recorded, respectively. This process is
repeated for 1000 times and the average results are reported.
Throughout our simulation, we choose 200 switches in the
SDN network. The demand for service at switches follows
the Zipf-Mandelbrot distribution with shape parameter µ and
shift parameter q. The demand for r-th most popular service
at a switch is proportional to (q + r)µ . For example, if service
j is r-th most popular in switch i, the service demand
for
µ
j, denoted by λij , is calculated as λij = Pκ(q+r)
i (q+x)µ . We
x=1
assume that µ = 0.85 for all switches and q be a random
integer between 10 and 20 for each switch.
Note that the network settings used for the simulation do
not imply any specific requirements for the network or servicerelated attributes. A main advantage of Q-placement is its
ability to deal with highly heterogeneous inputs.
B. Evaluation Results
Simulation results are presented in Fig.1(a) - Fig.1(e) under
the five different scenarios.

1) Superior performance of Q-placement: Q-placement consistently performs better than other classic or state-of-the-art
algorithms, and offers up to 20% performance improvements
over the second best algorithm tested. Q-placement is particularly helpful in situations where the service cost is high,
as demonstrated by the widening performance gap when the
upper bound of weight distribution increases.
2) The invariance of service costs with varying network
connectivity: Surprisingly, the average service cost does not
appear to vary with increasing average node degree (scenario
(1)). This is true for all tested algorithms. This revelation
implies that although enhanced network connectivity makes
services more widely available, it does not necessarily help
reduce service costs. In contrast, improving service capacity
of switches proves to be a better investment. This is confirmed
by Fig.1(c), where the service capacity is doubled from 50 to
100, and the average service costs is halved.
3) Higher penalty cost does not always lead to higher
average service cost: The penalty cost is determined by the
network administrator to discourage switches from submitting
unnecessary service requests. From Fig.1(d), we observe that
there is no further increase in average service cost when the
penalty cost exceeds 12. This suggests either of the following:
(1) the majority of the services are provided by switches
already, or (2) the number of requests sent to the controller
decreases as the penalty cost increases. Both cases lead to
the improved controller scalability. In addition, we only see a
5% increase in the average service cost when the penalty cost
is doubled from 6 to 12. This suggests that the scalability of
controller can be improved without triggering a huge increase
in the average service cost.
VI. R ELATED W ORK
Most works that are related to ours are in the area of
cooperative caching. These problems are discussed in the
context of web caching and Content-Centric Networks, where
the caches store data objects, and they assist each other in
delivering these contents to the users. The data objects can be
compared to services in our problem.
Authors in [11] conducted an algorithmic analysis on the
data placement problem which is similar to our problem.
However, their proposed solution is a 10-approximation
algorithm, i.e., the bound is too loose. The work in [17] [18]
propose the idea of content router, which is similar to the
concept of SDN switches. However, these works only focus
on designing schemes without any performance guarantees.
Similarly, [19] [20] proposed different methods, with different
focuses, to implement content routers. They show different
levels of improvements over existing algorithms, but fail to
justify some particular assumptions, such as the (k − 1)-hop
cache cooperation range. These works also lack any forms
of performance quantification, other than emulations. The
contribution of [21] is that the authors discover the impact of
some topology characteristics and heterogeneous capacities of
the network on caching collaboration. However, the drawback
is that these conclusions only apply to a specific hierarchical
network topologies. The work in [22] discusses the caching
collaboration network, also in the context of SDN. However,

it lacks novelty in both problem formulation and solution,
compare to Q-placement.
VII. C ONCLUSIONS
We studied the service placement problem among SDN
switches aiming at improving scalability of the SDN controller
and minimizing the total service cost. We formulated the
problem as an MDP problem with the reduced state space
and proposed a reinforcement-learning-based algorithm with
performance guarantees. Evaluations confirm the high efficiency of our Q-placement in reducing the average service
cost comparing to other algorithms.
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